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YTBEpXaeHbl

pykosoacteom 8 LieHTpa ®CBE Poccuu
21 dpeBpans 2008 r. N 149/6/6-622

TUNOBbIE TPEBOBAHUA
no OPrAHU3ALUMN N OBECNEYEHUIO ®YHKLIMOHUPOBAHUA
LUN®POBAIJIbHbIX (KPUMTTOMPA®UYECKNX) CPEACTB, MPEAHA3HAYEHHbIX
Ans 3AWUTbI UHOOPMALIUU, HE COQEPXALLEW CBEOEHUWA, COCTABNAIOLWMX
FOCYOAPCTBEHHYIO TAUHY, B CITYYAE UX UCMNOJNIb3OBAHUA
AnA OBECNEYEHUA BE3OMNACHOCTU NEPCOHAIBbHbIX AAHHbIX
NP X OBPABOTKE B UH®OPMALIMOHHbIX CUCTEMAX
NEPCOHAIbHbLIX OAHHbLIX

1. O0OLLMe nonoxeHus

1.1. Hactoswume TpeboBaHua onpedensaloT nopsgok opraHmsaumm nm obecnedeHns OyHKLMOHUPOBAHUSA
WmndpoBanbHbIX  (KpunTorpaduyecknx) CpeacTs, MpedHasHayeHHbIX Ang  3awuTbl  MHGOpMauuu, He
coAepallen cBedeHUn, COCTaBnSOWNX FrOCYAapCTBEHHYIO TanHy (danee - KpUMnToCpeacTBO), B criyyae ux
ucnonb3oBaHns Ana obecneyeHns ©e3onacHOCTM NepcoHanbHbIX AaHHbIX Npy ux obpaboTke B
WHPOPMALIMOHHBIX CUCTEMaX NepCoHarbHbIX AaHHbIX (danee - HopMaUNOHHas cucTema).

1.2. Hactosawue TpeboBaHusa pa3paboTaHbl BO UCMOMHEHNE:

- ®egepanbHoro 3akoHa "O nepcoHarnbHbIX AaHHbIX" OT 27 utonsa 2006 r. N 152-d3 (Ctatbsa 19);

- MonoxeHns o6 obecneyeHun Ge3oNacHOCTUM MepCOHanbHbIX AaHHbIX Npu ux obpaboTke B
WHPOPMALIMOHHbLIX CUCTEMAaX NepcoHarbHbIX AaHHbIX, yTBepxaeHHoro [loctaHosneHveMm [lpasutensctsa P®
oT 17 Hos16psa 2007 r. N 781 (nanee - [NonoxeHue);

- [MonoxeHus o ®egepansHon cryxbe 6esonacHocT Poccuiickon deaepaunn, YTBEPXKAEHHOrO YKa3om
MpesungeHTa Poccuiickon ®epepauum ot 11 asrycta 2003 r. N 960.

1.3. Hactosawue TpeboBaHus:

- 9BNATCA obA3aTenbHBIMU AN onepaTopa, OCyLecTBsowero obpaboTky nepcoHarnbHbIX AaHHbIX, a
TaKke nuua, KOTOPOMYy Ha OCHOBaHUW JOroBopa onepaTtop nopyyvyaet o6paboTky nepcoHanbHbIX AaHHbIX, U
(vnn) nuua, KOTOPOMY Ha OCHOBaHWW AOroBopa ornepaTop MopyyaeT oka3aHue yCcryr no opraHvsaumm u
obecneyeHuto 6e30nacHOCTM 3aLUnTbl NEPCOHarnbHbIX AaHHbIX MPU UX 06paboTke B UHPOPMALMOHHOW cucTeme
C UCnonb3oBaHueM KpuntocpeacTts. [lpy 3TOM CyLeCTBEHHbIM YCroBMEM [OroBopa siBnseTcs 06s3aHHOCTb
YMONMHOMOYEHHOro nuua obecnednTb KOHMUOEHUManbHOCTbL MNepcoHanbHbIX  AaHHbIX W Bes3onacHoCcTb
nepcoHanbHbIX AaHHbIX Mpu Ux obpaboTke B MH(OPMAaLMOHHOW CUCTEME B Cry4vasx, MpegyCMOTPEHHbIX
OEeNCTBYIOLMM 3aKOHOOATENLCTBOM;

- pacnpocTpaHsAlTCa Ha KpunTocpeacTBa, MpefHasHadeHHble pAna  obecneveHns ©HesonacHocTH
nepcoHanbHbIX AaHHbIX Mpu Mx obpaboTke B WMHEOPMALMOHHBIX CUCTEMAaX MepCOoHarnbHbIX AaHHbIX, BCe
TEXHUYEeCKne CpeacTBa KOTOPbIX HaxoasaTca B npepenax Poccunckon ®Pepepauuun, a Takke B CUCTEMAX,
TEXHUYECKne CpeacTBa KOTOPbIX YAaCTUYHO UMK LIeNIMKOM HaxoddaTes 3a npegenamu Poccunckon ®egepaumu;

- He OTMEHSII0T TpeboBaHWNS UHbIX AOKYMEHTOB, perfiaMeHTUPYIOLWMX NOPSAOK obpalleHusa co crnyxebHon
WHOpMaLMEN OrpaHNYEeHHOro pacnpocTpaHeHns B doedeparbHblX opraHax UCNoMHUTENbHOW BNacTu.

Onepatop ¢ y4eToM OCOBEHHOCTEN CBOEN OeATeNbHOCTU MOXeT paspabaTtbiBaTb He MpoTMBOpeyvaliue
HacToAwmM TpeboBaHMAM MeTOAMYECKUE peKOMEeHAaUUn Mo UX NPUMEHEHMIO.

Wcnonbsyemble ans uenen Hactoawmx TpeboBaHW TEPMUHBI U ONpeaenenns npusedeHsl B [punoxeHnm

1.
2. OpraHusaums n obecneyeHue 6esonacHocTM ob6paboTku
C Mcnonb3oBaHWeM W poBarbHbIX (KpunTorpadmnyeckmx)
cpeacTB NepcoHanbHbIX AaHHbIX
2.1. be3onacHocTb 06paboTkn NepcoHarnbHbIX AaHHbIX C UCMONb30BaHWEM KPUNTOCPEACTB OpraHu3ylT u
KoHcynbTaHnTlNKOC
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obecneynBaloT onepartopsbl, a Takke nuua, KOTOpbIM Ha OCHOBaHWM [0roBopa onepaTtop nopy4vaeTr obpaboTky
nepcoHanbHbIX AaHHbIX, U (MNK) NUua, KOTOPbLIM Ha OCHOBaHWWM AOroBOpa onepaTop MopyvaeT okasaHue ycnyr
no opraHusaumm u obecneyeHuto HGesonacHoCcTU 06paboTkM B WMHEMOPMALMOHHOW CUCTEME MNEepCOHarbHbIX
AaHHbIX C UCMONb30BaHMEM KPUNTOCPEOCTB.

ObecnevyeHne 6e30nNacHOCTM MNepcoHarnbHbIX AaHHbIX C  WUCMOMb30BaHWEM KPUMNTOCPEACTB  AOIDKHO
OCYLLECTBMNATLCH B COOTBETCTBUM C:

1)  Mpukaszom ®CE Poccum ot 9 cpeBpans 2005 r. N 66 "O6 ytBepxaeHun [MonoxeHunss o paspaboTke,
NPOM3BOACTBE, peanusaumMn K aKcnnyatauumn LWwundgpoBanbHblX (Kpuntorpaduyeckux) Cpeacts  3awuThbl
uHpopmauum (MonoxeHune MK3-2005)";

2) T[loctaHoBneHuem [lpasutensctea PO ot 29 gekabps 2007 r. N 957 "O6 yTBepxaeHUM NONOXEHUN O
NLEH3NPOBaHNKN OTAENbHbIX BUOOB AEATENbHOCTU, CBA3aHHbIX C WKUdPOBanbHLIMKU (KpunTorpaduyeckumm)
cpeactBamn”;

3) MeTtogunyeckummn pekoMeHgauusMy no obecrneyvyeHnto ¢ MOMOLLbBIO KpunTocpeacTs 6esonacHOCTU
nepcoHanbHbIX AaHHbIX Mpu UX obpaboTke B MHMOPMALMOHHBLIX CUCTEMAX MEepPCOHanbHbIX OaHHbLIX C
ucnonb3oBaHneM cpeacts asTomatusaumm (N 149/54-144, 2008, ¢CB Poccum);

4) Hactoawumn TpebosaHuamu.

2.2. Onepatopbl HeCyT OTBETCTBEHHOCTb 3@ COOTBETCTBME MPOBOAUMbBIX UMW  MEPONPUSATUA  NO
opraHu3aumm n obecneyeHuto 6esonacHocT 0B6paboTkM C MCNONb3OBaHMEM KPUMNTOCPEOCTB MEePCOHarnbHbIX
AaHHbIX NULUEH3NOHHBIM TpeboBaHMAM U YCHOBUAM, IKCMyaTauMOHHOMW U TEXHUYECKOW [AOKYyMEeHTauun K
KpUNTOCPEeACTBaM, a Takke HacToswmM TpeboBaHUsAM.

Mpu aTOM onepaTtopbl AOMKHBI obecrneynBaTb KOMMMEKCHOCTb 3alUWThl MEePCOHanbHbIX AaHHbLIX, B TOM
yncne NocpeacTBOM NPUMEHEHNS HEKPUMTOrpadnyecknx CpeacTs 3almThbl.

2.3. MNpu paspaboTke U peanusauun MeponpusaTUA MO opraHusaumMm u obecneveHnto HesonacHoOCTU
nepcoHanbHbIX AaHHbIX NpY Mx obpaboTke B MHE(OPMaLUOHHOW CUCTEME onepaTop WM YNOSTHOMOYEHHOE
onepaTopoM n1LO OCYLLECTBISAET:

- paspaboTky Ang KaxaouW WHEMOOPMALMOHHOW CUCTEMbl MEepPCOHarbHbIX OaHHbIX MoAenu  yrpos
BesonacHoCTV NepcoHanbHbIX AaHHbIX NPy X obpaboTke;

- paspaboTky Ha OCHOBe MoOJenu Yyrpo3 cucTemMbl 6e30MacHOCTU  MepcoHarnbHbIX  OaHHbIX,
obecneynBaroLLEN HENTPanNM3aLuio BCeX NepedncreHHbIX B MOENN Yrpo3;

- onpegeneHne HeobxoAMMOCTM WCMOMb30BaHUSA KPUMNTOCPEeACTB Ana obecneyeHus 6esonacHOCTU
nepcoHanbHbIX AaHHbIX U, B Cyvae NnonoXuTENbHOro peLleHns, onpeaereHne Ha ocCHoBe MOLENN Yrpo3 Lenu
NCMNOMb30BaHNA KPUNTOCPEACTB ANS 3aliMTbl NEepCoHanbHbIX AaHHbIX OT HEMpaBOMEPHOro Wnu cry4yanHoro
AOCTYyNa K HAM, YHUYTOXEHUS, U3MEHeHUs, BnokupoBaHus, KONMMPOBaHUSA, pacnpoCTpaHeHUsi MepcoHarnbHbIX
AaHHbIX U (MNK) MHBIX HENPaBOMEPHbIX AeNCTBMI Npu nx obpaboTke;

- YCTaHOBKY ¥ BBOZA B 3KCMyaTaLuio KpUnTocpeacTs B COOTBETCTBMU C IKCNNyaTaLUMOHHON U TEXHUYECKON
AOKyMeHTauuen K 3TuM cpeacream;

- MPOBEPKY FOTOBHOCTU KPUNTOCPEACTB K UCNOMb30BaHNIO C COCTaBNEHWEM 3aKMOYEeHUN O BO3MOXHOCTU
UX 9KCnnyaTaumu;

- oByyeHure nuu, ncnonb3yLWnxX KpuntTocpeacTea, paboTte ¢ HUMK;

- MNOJK3EMMNMSAPHbLIA  y4eT UCMNOMb3yeMblX KPUNTOCPEACTB,  SKCNNyaTauMOHHOW U TEXHUYECKON
AOKYMEHTaLUMM K HUM, HOcUTenen nepcoHanbHbIX AaHHbIX;

- yyeT nuu, OONyWeEHHbIX K paboTe € KpunTocpeacTBamu, npedHasHayeHHbIMU Ansg obecneyeHus
Be3onacHOCTV NepcoHarnbHbIX AaHHbLIX B MIHPOPMaLMOHHON cucteme (Nornb3oBaTenu KpunTocpeacTs);

- KOHTpOmnb 3a cobniogeHvem  YCroOBWUWA  UCMOMNb30OBaHWS  KPUNTOCPEACTB,  MPedyCMOTPEHHbIX
3KCnyaTauMoOHHOM M TEXHUYECKON JOKYMEHTaUNEN K HUM;

- pa3bupaTtenbCTBO M COCTaBNEHWE 3aKIMIOYEHUA MO (hakTaM HapyLleHUss YCIOBU XpaHeHUs HocuTenewn
nepcoHanbHbIX AaHHbIX, WUCMOMb30BaHWUS  KPUMNTOCPEACTB, KOTOpble MOryT TMPUBECTU K  HapyLUEHWio
KOHDMAEHLMANBHOCTN NEPCOHanNbHbIX AaHHbIX UM OPYTMM HapyLeHUAM, MPUBOASLLUMM K CHUKEHUIO YPOBHS
3aLUMLLEHHOCTN MEepCoHanbHbIX AaHHbIX, pas3paboTky U MPUHATUE Mep MO NPefoTBPaLEHUMIO  BO3MOXHbIX
onacHbIX NOCNeAcTBMN NOAOBHbLIX HAPYLLUEHNIA;

- OMucaHne OpraHM3aunMoHHbBIX M TEXHUYECKMX Mep, KOTopble onepatop obs3yeTcs OCyWecTBNSATbL npu
obecneyeHnmn 6e30nacHOCTU NepCcoHarnbHbIX JaHHbLIX C MCMNONb30BaHNEM KpUnTocpeacTs npu mnx obpabotke B
WHOPMALIMOHHbLIX CUCTEMAX, C YKa3aHUEM B YaCTHOCTU:
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a) Haekca, yCrnoBHOro HAaMMEHOBaHUS U PErMCTPaLMOHHBIX HOMEPOB UCMOMb3yeMbIX KPUNTOCPEACTB;

0) cooTBeTCTBMS pasMelleHMss M MOHTaxa annapatypbl M 00opyaoBaHWs, BXOASLWEro B COCTaB
KpUNTOCpeAcTB, TpeboBaHNSIM HOPMATMBHON JOKYMEHTaLUMW 1 npasunamM nonb3oBaHUs KpUNnTocpeacTsamu;

B) COOTBETCTBUSA MOMELLEHUA, B KOTOPOM pasMelleHbl KpUNTOCpeAcTBa M XpaHUTCA  KryeBas
AOKYMEHTaUmMs K HUM, HacToswmm TpeboBaHUsIM C ONMCaHUEM OCHOBHbIX CPEACTB 3aLUmThl;

r) BolnonHeHusa TpeboBaHWn K MaTepuanbHbIM HOCUTENAM BUOMETPUYECKUX MEePCOHarnbHbIX AaHHbIX Y
TEXHOMNOMNAM XpaHEHUs Taknx AaHHbIX BHE MHPOPMaLMOHHLIX CUCTEM MEePCOHaNbHbIX AaHHbIX.

OnucaHve NpUHATBIX Mep AOMKHO BbITb BKMIOYEHO B yBeOOMIEHWE, NpeayCMOTPeHHOe 4acTbio 1 cTaTbu
22 ®epepanbHoro 3akoHa "O nepcoHarnbHbIX aHHbIX".

2.4. Tonb3oBaTenn KPUNTOCPEACTB OOMycKalTCA K paboTe C HMMM MO pPeLleHuto, yTBepXOaaemMoMmy
onepaTopoM. [pu Hannuum AByx 1 Bonee nonb3oBaTenen KPUNTOCPEACTB 06A3aHHOCTU MeXay HUMU OOSKHbI
ObITb pacnpegeneHsl C y4eTOM NepCoOHarnbHON OTBETCTBEHHOCTU 3@ COXPaHHOCTb KPUMNTOCPEACTB, KITHOYEBOW,
3KCnyaTauMOHHOM M TEXHUYECKON AOKYMEHTAaUMK, a Takke 3a NopyYeHHbIe y4acTku paboTsbl.

2.5. Nonb3oBaTtenu KpUNToCcpeacTB 06A3aHbI:

- He pasrnawarb MHOPMaLMIO, K KOTOPOW OHU OOMYLLEHbl, B TOM YUCNEe CBEAEHWS O KPUNTOCPEeACTBax,
KMoYeBbIX JOKYMEHTaxX K HUM U ApyrMx Mepax 3awmTol;

- cobnopgatb TpeboBaHMA Kk obecneyveHMo 6e30NacHOCTU MNepcoHanbHbIX AaHHbIX, TpeboBaHusA K
obecneyeHuto 6e30NacHOCTU KPUNTOCPEACTB U KIHOYEBbIX JOKYMEHTOB K HUM;

- coobwatb O CTaBWWX WM W3BECTHLIMW MOMbITKAX MOCTOPOHHMX IUL, MOMyyYnTb cBefeHus o6
UCNOMb3yeMbIX KPUMTOCPEACTBAX UMK KIMOYEBLIX AOKYMEHTaX K HAM;

- HeMeAJieHHO YyBedOMMsSATb onepaTopa o hakTax yTpaTbl UM HeJoCTayn KpUNTOCPEACTB, KIYeBbIX
AOKYMEHTOB K HUM, KIoYelr OT MOMELLEHUI, XPaHUIULLL, FIMYHBIX NeYaTten n o gpyrnx dakrax, KoTopble MoryT
NPUBECTY K pasrnalleHnio 3almLiaeMbiX NepcoHanbHbIX AaHHbIX;

- coaTb KPUNTOCPEACTBa, SKCNIyaTauUMOHHYI0 W TEXHUYECKYD [AOKYMEHTaUMK K HUM, KIloYyeBble
AOKYMEHTbI B COOTBETCTBUM C NOPSAKOM, YCTAHOBMEHHbIM HacTosAWwmMMM TpeboBaHUSAMU, NPU  YBOMbHEHUN UNN
OTCTPaHEeHUU OT NCMOSTHEHUS 06513aHHOCTEN, CBA3AHHbIX C UCMONb30BaHUEM KPUNTOCPEOCTB.

2.6. ObecneyveHne yHKUMOHUPOBAHUSA 1 6e30NacCHOCTU KpUNTOCPEOCTB BO3MnaraeTcad Ha OTBETCTBEHHOrO
nonb3oBaTens KPUNTOCPEACTB, UMELLEro HeobXoauMbIA YpOBEHb KBanudukaumMm, HasHa4aemoro npuKasom
onepaTopa (Oanee - OTBETCTBEHHbIN NOMb3oBaTernb KpUNTOCPEacTs).

[JonyckaeTcs BO3NOXeHne yHKLMIN OTBETCTBEHHOMO MONb30BaTENS KPUNTOCPEACTB Ha:

- OQIHOrO U3 Nornb3oBaTenen KpUNToCcpeacTs;

- Ha CTPYKTYpHOE nogpasferneHne unm AOormMKHOCTHOe nnuo (paboTHMKa), OTBETCTBEHHLIX 3a obecneyeHne
Be3onacHOCTV NepcoHarbHbIX AaHHbIX, HA3Ha4YaeMbIX OnepaTopomM;

- Ha crneuunansHoe CTPYKTYpPHOE nodpasaerneHne no 3awmute rocyaapcTBEHHOW TalHbl, UCNofb3yoLlee Ans
3TOro WwudpposanbHble cpeacTaa.

2.7. OTBeTCTBEHHblE MOMb30BaTENN KPUNTOCPEACTB AOMKHbI UMETb (YHKUUOHamnbHble 06s3aHHOCTH,
paspaboTaHHble B COOTBETCTBUM C HAcToAWMMY TpeboBaHUAMN.

2.8. MNpu onpegeneHun obs3aHHOCTEN MOMbL30BATENS KPUNTOCPEOCTB HEOBXOoOUMO y4uTbIBaTb, YTO
BesonacHocTb 06paboTkM € MCNONb30BaHNEM KPUMTOCPEACTB NEPCOHaNbHLIX AaHHbIX obecnevmBaeTcs:

- cobnogeHneMm nonb3oBaTensMuU  KPpUNTOCPEOCTB  KOHMMAEHUManbHOCTM npu  obpalweHun  co
cBeJeHUsIMU, KOTopble MM [OBEpPEHbl UMM CTanu WU3BECTHbl Mo paboTe, B TOM 4YuCre CO CBEAEHUSMU O
(PYHKUMOHMPOBaHUN U nopsake obecnedyeHusi 6€30MacHOCTU MPUMEHSIEMbIX KPUMNTOCPEACTB W KNIOYEBbIX
OOKYMEHTaXx K HUM;

- TOYHbIM BbINOMHEHNEM MONb3oOBaTENAMU KPUNTOCPEeACTB TpeboBaHun k obecnedeHuio 6esonacHOCTU
nepcoHanbHbIX AaHHbIX;

- HagexHblM XpaHeHMeMm JKCnryaTauMOHHOW W TEeXHUYECKOW [OKYMEHTauum K KpUNTOCpeacTBam,
KMoYeBbIX JOKYMEHTOB, HOCUTENEN MHPOPMaLIMN OrpaHNYEHHOro PacnpoCTpaHeHus;

- obecnevyeHneM nMPUHATBIX B COOTBETCTBUM C TpeboBaHuAMM K MaTepuanbHbIM  HOCUTENAM
BrMomMeTpuYecKkMX NepcoHasnbHbIX OaHHbLIX U TEXHOMOMUSAM XpPaHEHUs Takux AaHHbIX BHE WHEOPMALMOHHBLIX
CUCTEM NePCOHAanNbHbIX AaHHbIX Mep;

- CBOEBPEMEHHbIM BbISIBIEHMEM MOMbITOK MOCTOPOHHUX MWL MNOMNyYMTb CBedeHUs O 3alumaembixX
nepcoHanbHbIX AaHHbIX, 06 UCNOMNb3yeMbIX KPUNTOCPEACTBaX UMK KIMOYEBLIX AOKYMEHTaX K HUM;

- HeMeAneHHbIM NPUHATUEM Mep NO MpedynpexaeHuo pasrnaweHus  3awuliaeMbiX  nepcoHanbHbIX
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OaHHbIX, @ TaKke BO3MOXHOM WUX yTeYku Npu BblABNEHUW (DaKTOB yTpaTbl UMM HEeJoCTayu KpuUnTocpeacTs,
KMOYEBbLIX OOKYMEHTOB K HWUM, YOOCTOBEPEHWMW, MPOMYCKOB, KMYerW OT MOMELUEHUR, XpaHunuuw,, cendos
(MeTannuyeckux WKadoB), NMNYHLIX NevaTen 1 T.0.

2.9. Nluua, odopmnsemble Ha paboTy B KayecTBe MNonb3oBaTenen (OTBETCTBEHHLIX MNONb30OBaTENEN)
KPUNTOCPEACTB, AOMKHbI BblTb O3HaKOMMNEHbl C HacToAWwMMM TpeboBaHWAMM W OPYrMMU  LOKYMEHTamu,
pernaMmeHTUpylLWnuMn opraHusauuio 1 obecneyeHme 6e30nacHOCTM NepCoHanbHbIX AaHHLIX MpU nx obpaboTke
B MHPOPMALMOHHBIX CMCTEeMaX, NO4 PacnmncKy M HeCcyT OTBETCTBEHHOCTb 3a HecobrniogeHve mmu TpebosaHun
yKa3aHHbIX JOKYMEHTOB B COOTBETCTBMM C 3akoHoAaTenbCcTBOoM Poccuiickon deaepaunn.

2.10. Tekywmii KOHTPOMb 3a opraHudauven un obecneyeHvem QYHKUMOHMPOBAHNS KPUNTOCPEACTB
BO3MaraeTcs Ha onepaTopa M OTBETCTBEHHOrO Mnorfb3oBaTens KpUNToCcpeacTB B npegenax Ux crnyxebHbix
NOMHOMOYUI.

2.11. KoHTpornb 3a opraHu3aumen, obecnedeHmem QyHKUMOHMPOBaHNS U 6e3onacHOCTU KpUNTOCPEACTB,
npeaHasHayYeHHbIX ANg 3alWTbl NepcoHanbHbIX AaHHbIX Npu MX obpaboTke B MHAPOPMAaLMOHHBLIX cUCTEMax
nepcoHanbHbIX AaHHbIX, OCYLLECTBASETCA B COOTBETCTBMN C OEWCTBYIOLMM 3akoHodaTenscTBoMm Poccuiickon
depepaumu.

212. B cnyyae HeobxoAMMOCTU B3aMMOAEWCTBUS OMepaTtopoB WHMOPMAUMOHHBIX CUCTEM  MpU
UCMNOMb30BaHNM KPUNTOCPEACTB ANA obecneyeHus 6es3onacHocTM obpaboTkM nepcoHanbHbIX AaHHbIX  Ans
opraHu3aumm B3aMmMogencTBusa KpUnTocpeacTB No PeLLIEHno onepaTopoB NePCoHanbHbIX AaHHbIX Bblaensercs
KOOPOUHMPYIOLWNIA OpraH, OTBETCTBEHHBIN 3a obecneyeHne 6e30nacHOCTU NepCcoHanbHbIX AaHHbIX, yKa3aHus
KOTOPOro ABMAOTCH 06A3aTeNbHLIMK ANS BCEX NOMb30BaTenen KpuntocpeacTs.

3. Mopsigok obpalleHus ¢ KpUNTOCPEACTBAMU U KPUMTOKIOYaMM
K HUM. MeponpusTvs Npy KOMNPOMeTaLMmn KpUNTOKIToYEN

3.1. Nonb3oBaTenu KpUNToCcpPeacTB 06A3aHbI:

- He pasrnawaTb MHpopMauuio O KIYEBbLIX JOKYMEHTaXx;

- He JonycKaTb CHATUE KOMUI C KMYEBbIX JOKYMEHTOB;

- He JonyckaTb BbIBOA KITHOYEBbLIX AOKYMEHTOB Ha aucnnen (MoHuTop) M3BM mnu npuHTep;

- He JonyckaTb 3anucy Ha KIo4YeBoW HOCUTENb NOCTOPOHHEN MHGOPMaLMu;

- He JonycKaTb YCTaHOBKU KIMOYEBbIX AOKYMEHTOB B Apyrue NOBM.

3.2. MNpn HeobxogumocTU nepedayn NO TEXHUYECKUM CpPeacTBaM CBSA3M  CIyXeOHbIX CcoobLeHun
OrpaHMYEHHOro AOCTyna, KacalLlMXCs opraHu3aumm u obecneyeHus YHKLMOHUPOBaHUSA KPUMTOCPEACTB,
yKa3aHHble coobLeHnsa Heobxoaumo nepefasaTb TONbKO C UCMOMb3oBaHWEM KpunTocpeacTs. lMepegava no
TEXHUYECKMM CPeAcTBaM CBA3W  KPUMTOKMOYENW He [OMnyckaeTcs,, 3a  WCKMIYEeHMeM  creuunanbHo
OpraHM30BaHHbIX CUCTEM C AeLEHTPann3oBaHHbIM CHabXXeHNeM KpUNToKMYaMu.

3.3. Kpuntocpeactsa, ucnonssyemole Ansg obecneyeHmss 6e30nNacHOCTU NepcoHarnbHbIX AaHHbIX MpU KX
06paboTke B WHMOPMAULMOHHBIX CUCTEMaX, Noanexar yyeTy C WUCMONb30BaHWEM WHAEKCOB MMM YCMOBHbIX
HaVMEeHOBaHUN 1 PerncTpaLnoHHbLIX HOMEPOB.

lMepeyeHb WHOEKCOB, YCMOBHbIX HAWMEHOBaHWA W  PErucTpPauMOHHbIX HOMEPOB  KPUMNTOCPEACTB
onpegensetca ®enepansHon cnyxbon 6esonacHocTn Poccunckon denepaumn.

3.4. Nicnonb3yeMble Nnu XxpaHUMble KPUNTOCPEACTBA, SKCNNyaTauMoHHasa U TeXHUYeckas AOKYMEHTaums K
HWM, KIloMeBble OOKYMEHTbl noAnexaTr Mno3k3emnnspHoMmy ydeTy. PekomeHgyemble popmbl npuBedeHbl B
MpunoxeHun N 2. MNpn 3TOM NporpaMMHbIe KpUNTOCPEACcTBa AOMKHbI y4UTbIBATLCA COBMECTHO C annapaTHbIMU
cpeactBaMu, C KOTOPbIMW OCYLLECTBMSETCA WX LWTaTHoe YHKUMOHMpoBaHue. Ecnu annapatHble uwnu
annapaTHO-NporpaMMHbIe KPUNTOCPEACTBA NOAKIIOYAOTCA K CUCTEMHOM LUMHE WU K OOHOMY W3 BHYTPEHHMUX
WHTEpPdENCoB annapaTHbIX CpeacTB, TO TakMe KPUNTOCPEACTBa YYMTLIBAOTCH Takke COBMECTHO C
COOTBETCTBYOLMMU annapaTHbIMU cpeacTBaMu.

EovHMuen nosk3eMnnsipHOro y4yeTa KMIOYEBbIX [JOKYMEHTOB  CUYMTAETCH  KIMYEeBOW  HOCUTENb
MHOFOKPaTHOro UCMONb30BaHUS, Kno4eBon BrokHOT. Ecnu oanH U TOT Xe KIYeBOW HOCUTENb MHOIOKPAaTHO
NCNOMb3ylT ANs 3anvMcu KPUNTOKITIOYEN, TO ero Kaxabl pas cnegyeT peructTpuposaTth OTAENbHO.

3.5. Bce nonyyeHHble ak3eMNnsapbl KpUNTOCPEACTB, IKCMyaTaUMOHHOW U TEXHUYECKOW OOKYMEHTauum K
HUM, KIIOYEBbIX [OOKYMEHTOB [AOSMKHbl OblTb BbldaHbl MOA4 pacnucKy B COOTBETCTBYKOLLEM KypHane
MO3K3EMMNMAPHOro yyeTa Nonb3oBaTensam KpUnTocpeacTs, HECyLUM NepcoHanbHyl0 OTBETCTBEHHOCTb 3a WX
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COXPaHHOCTb.

OTBeTCTBEHHbIM MNOMb3oBaTeNb  KPUMNTOCPEOCTB 3aBOAMT U BedeT Ha Kaxgoro nonb3oBartens
KPUNTOCPEACTB MNUUEBOW CYET, B KOTOPOM PEerucTpupyer uucrnsilimMecs 3a HUMMU  KpUnTocpeacTsa,
3KCNIyaTauMOHHYIO Y TEXHNYECKYIO JOKYMEHTALMIO K HUM, KIoYeBble JOKYMEHTbI.

3.6. Ecnn akcnnyaTtauuMoHHOM M TEXHUYECKOW [AOKYMeHTauuMen K Kpuntocpeactsam nNpeaycMOTPEHO
NPUMEHeHWEe PasoBbIX KNOYEBbLIX HOCUTENEN NN KPUMTOKITIOYN BBOAAT U XpaHAT (Ha BeCb CPOK UX OEeNCTBuUs)
HernocpeacTBEHHO B KpUMNTOCPeOCTBax, TO TakoW pPasoBbl KMOYEBOW HOCUTENb UMW ANEKTPOHHAsA 3anucb
COOTBETCTBYIOLLErO KPUNTOKMIOYa OOSMKHbI PEerncTpupoBatbCAd B TEXHUYECKOM (annapaTHOM) >KypHane,
BeayLeMCcs HenocpedcTBEHHO Mnorfb3oBaTeneM KpUNTOCPeAcTB. B TexHuyeckoM (annapaTHOM) XypHane
OoTpaxaloT Takke faHHble 06 aKcnnyaTauuMuM KpUNTOCPeACTB WM Apyrue cBedeHus, NpedyCcMOTPeHHble
3KCnyaTauMoOHHOW U TEXHNYECKOW AOKYMEeHTauuen. B NHbIX criydasx TexXHUYeckui (annapaTtHbliA) KypHan Ha
KPUNTOCPEACTBa He 3aBoamTcs (ecnu HeT MpAMbIX YKa3aHMW O ero BedeHWM B 3JKChryaTaumOHHOW  UIu
TEXHUYECKOW AOKyMEeHTauum K Kpuntocpeactsam). TunoBas popMa TEXHWYECKOro (anmapaTHOro) >XypHana
npueegeHa B [NpunoxeHun N 3.

3.7. MNepepaya kpunTocpeacTB, SKCMIyaTaUMOHHOW M TEXHUYECKOM AOKYMEHTauUW K HUM, KIYeBbIX
OOKYMEHTOB [OMyCKaeTCd TOMNbKO Mexay nonb3oBaTensMn KpunTocpeacts U (MnM)  OTBETCTBEHHbLIM
nonb3oBaTenemM KpUNnToCpeacTB NOA PacnmcKy B COOTBETCTBYIOLLMX XypHarax noak3emMnnsapHoro yyeta. Takas
nepegada mexagy nonb3oBaTensMu KpUNTOCPEACTB AOSMKHa ObiTb  CaHKUMOHUPOBAHa OTBETCTBEHHbLIM
nonb3oBaTenemM KpunTocpeacTs.

3.8. [llonb3oBaTenn KPWUNTOCPEACTB  XPaHAT  WHCTanNnupylowme  KpuntocpeactBa  HOcUTEnw,
SKCNIyaTaUMOHHYIO U TEXHUYECKYl0 OOKYMEHTAUMIo K KPUNTOCPeAcTBaM, KrYeBble AOKYMEHTbl B LiKadax
(Awmkax, XxpaHunuLax) MHaNBMAyarnbLHOro Nofb30BaHWS B YCNOBUAX, UCKMOYAOLWMX BECKOHTPOMbHBIN AOCTYN K
HUM, @ TaKkke UX HenpegHaMepeHHOe YHUYTOXEHUE.

Monb3oBatenu KpunTocpeacTB npedycMaTpuBaloT Takke  pasgenbHoe 6esonacHoe  XpaHeHue
OENCTBYIOWMX W pPEe3epBHbIX KMIOYEBbLIX [JOKYMEHTOB, MpefHas3Ha4YeHHblX A1 MPUMEHEHUs B  cryyae
KOMMpomeTaLumn AeNCTBYIOLLMX KIHOYEBbIX JOKYMEHTOB.

3.9. AnnapaTHble cpecTBa, C KOTOPbIMY OCYLLECTBASETCH WTaTHOE (PYHKLMOHUPOBAHWE KPUNTOCPEACTB,
a Takke annapaTtHble U annapaTHO-NporpamMmMHble KpUNTOCPEeACTBa AOMKHbI BblTb 06opyAoBaHbl cpeacTBaMu
KOHTPOMs 3a WX BCKpbITUEM (oneyaTaHbl, onnombupoBaHbl). MecTto onedvaTbiBaHUs (onnombrupoBaHus)
KPUNTOCPEACTB, annapaTHbIX CPeAcTB AOMKHO ObiTb  TakuMm, 4ToBbl ero MOXHO 6bino  Bu3yarnbHO
KOHTponupoBaTb. [IpM HanmuMuum TEexXHUYECKOM BO3MOXHOCTM Ha BpeMs OTCYTCTBUSA Mofb3oBaTenen
KPUNTOCPEACTB yKa3aHHble CpeAcTBa He0bXoanMO OTKNYaTb OT NMMHUKN CBA3SKU M ybupaTb B onevaTbiBaeMble
XpaHunuuua.

3.10. Kpuntocpeactea M KkntoyeBble OOKYMEHTbl MOryT OOCTaBnsTbCA henbaberepckon (B TOM yucne
BEAOMCTBEHHOW) CBA3bIO UNN CO cneumarnbHO BblAeNeHHbIMW OnepaTopoM OTBETCTBEHHbLIMW MOMb30BaTENSAMU
KPUNTOCPEACTB W COTPYAHUKaMM Mpu  COBNIOOEHUM Mep, MWCKIIoYaloLWmMX BeCcKOHTPONbHbIM - JOCTYn K
KpUNTOCPEACTBaM U KNIOYEBLIM JOKYMEHTaM BO BPEMS JOCTaBKW.

OKCnnyaTauMOHHYIO U TEXHUYECKYH0 JOKYMEHTaLMI0 K KpUNTOCpeACTBaM MOXHO Mepechinatb 3akasHbIMU
UMW LEeHHBbIMY NOYTOBLIMW OTNPaBNEHUSAMMU.

3.11. Ins nepechbInku KpUNTOCPEACTB U KIIOYEBbIX AOKYMEHTOB OHU AOMMKHbI ObITb NOMELLEHbI B MPOYHYIO
YMaKoBKY, WCKIIOYaloLWYy0 BO3MOXHOCTb WX U3NYECKOrO MNOBPEXOEHUS W BHELLHEro BO3OEeNCTBUS, B
0COBEHHOCTUN Ha 3anMCaHHyIo KrodeByto nHdopmaumio. KpyntocpeacrTsa nepechinatT OTAENbHO OT KITHYEBbIX
AOKYMEHTOB K HUM. Ha ynakoBkax ykasblBatOT onepatopa 1nm OTBETCTBEHHOIO MONb30BaTeNs KpUNTOCPEAcTs,
AN KOTOPbIX 3TWM YNakoOBKW MpefHasHadveHbl. Ha Takux ynakoBkax pgenawT noMmeTtky "lluyHo". Ynakosku
onevyaTtblBalT Takum obpasom, 4YTOObI MCKMoYanacb BO3MOXHOCTb W3BMEYEHUA M3 HUX copepxumoro 6es
HapyLUeHWs yNakoBOK U OTTUCKOB nevaTu.

[o nepBoHavanbHOM BbICLINKKU (MM BO3BpaLLEHMs) agpecaTty coobatoT OTAENbHbIM MUCLMOM  OnUcaHue
BbICbINTAaeMbIX €My YMaKOBOK U NevaTen, KOTOPLIMW OHU MOTYT BbITb onevaTaHbl.

3.12. Ina nepecbIfikKn  KpUNTOCPEACTB, SKCNNyaTauMOHHOW W TEXHUYECKOW AOKYMEHTauuu K HUM,
KMoYeBbIX JOKYMEHTOB crniedyeT NogroToBUTL COMPOBOAMTENBHOE MUCLMO, B KOTOPOM HEeo6Xoaumo ykasaTb:
YTO MOCHINAeTCAa U B KaKOM KOMMYeCcTBe, Y4yeTHble HoMepa Mu3genui unum [OOKYMEHTOB, a Takke npu
HeobX0AMMOCTN HasHa4YeHne M MopsSAOoK UCMOMb30BaHWS BbiCbllaemMoro oTnpasneHus. ConpoBoauTensHoe
NMCbMO BKIagblBatoT B OAHY U3 YNaKoBOK.
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3.13. TlonyyeHHble YyMNakoBKM BCKpbIBAeT TOMbKO oOnepaTop WNW  OTBETCTBEHHLIM  MOMb30BaTElb
KPUNTOCPEACTB, AN KOTOPbIX OHW MpegHasHadveHol. Ecnnv  cogepxvMmoe MNOMyYeHHOW YMNakoBKM  He
COOTBETCTBYET YyKa3aHHOMY B COMPOBOAUTENbHOM MUCbME UMM caMa YnakoBka W MevaTb - WX OMUCaHuIo
(oTTUCKY), a TakKe ecny ynakoBka noBpexaeHa, B pesynbTate yero obpasoBarncs cBOOOAHbIM AOCTYN K ee
COAEPXKUMOMY, TO MofnlyYaTenb COCTaBNSAET aKT, KOTOPbIA BbICbINAeT oTnpaBuTento. MonydyeHHble € Takumu
OTNpaBneHnaMN KpPUNTOCpeacTBa W KIHOYEBble [OOKYMEHTbl A0 MOfy4YeHus yKkasaHwi OT OTnpaBuTens
NPUMEHATb HEe paspeluaeTcs.

3.14. Tpn oBHapyXeHUn BpakoBaHHbLIX KIOYEBbLIX OOKYMEHTOB WM KPUMNTOKMNIOYEN OAWMH 3IK3eMnnsp
©pakoBaHHOro M3genus cnegyeT BO3BPaTUTb N3rOTOBUTENIO ANS YCTAHOBNEHUS MPUYMH MpOUCLLEALIEro U mx
yCTpaHeHus B JarbHeNweM, a OCTaBLLIMECs 3K3eMNNAPbl XPaHWUTb A0 NOCTYNNEHUS AONOMHUTENbHbIX YyKa3aHui
OT U3roToBUTENS.

3.15. MNony4yeHne KpUNTOCPEACTB, IKCMMyaTauUOHHON U TEXHUYECKON OOKYMEHTauMU K HUM, KM4YeBbIX
OOKYMEHTOB [JOMMKHO OblTb NoATBEpXOEHO OTnpaBuTento B COOTBETCTBUM C MOPSOKOM, YKasaHHbIM B
conposogutensHoM nucbme. OTnpasuTens 06513aH KOHTPONMPOBaTbL AOCTaBKY CBOMX OTNPaBneHuin agpecaTam.
Ecnu ot agpecata cBoeBPEMEHHO HE MOCTYNUIO COOTBETCTBYIOLLErO NOATBEPXKAEHMS, TO OTNPaBUTENb AOMKEH
HanpaBuUTb €My 3anpocC U NPUHATbL MePbl K YTOYHEHWNIO MECTOHAXOXAEHUSA OTNpaBneHnn.

3.16. 3aka3 Ha U3roToBreHne odepenHblX KNoYeBbIX JOKYMEHTOB, UX U3rOTOBMIEHME N PacChifiky Ha MecTa
UCMNOMb30BaHNs A1 CBOEBPEMEHHON 3aMeHbl AEWCTBYIOLWMX KMYEBbLIX JOKYMEHTOB crieqyeT MpousBoanTb
3abnaroBpeMeHHo. YKasaHve O BBOAe B AEWCTBME ouvepeHblX KMYeBbIX AOKYMEHTOB MOXeT ObiTb AaHO
OTBETCTBEHHLIM MNOMb30BaTENEM KPUMNTOCPEACTB TOMbKO MNOCMNEe MOCTYNNEeHUs OT BCEX 3auHTEepecoBaHHbIX
nonb3oBaTenemn KpMNTocpeacTB NOATBEPKAEHUS O MONyYEHUN UMW OYepeHbIX KIHYeBbIX JOKYMEHTOB.

3.17. Hencnonb3oBaHHbIE UMK BbiBEAEHHbIE U3 OENCTBUSA KITHOYEBbIE AOKYMEHTLI MOANEXaT BO3BPALLEHWNIO
OTBETCTBEHHOMY MOMb30BATEN0 KPUNTOCPEACTB UK MO €ro yKasaHuio OOMKHbI BbITb YHUUTOXEHbBI HA MecCTe.

3.18. YHNUTOXEHNE KPUMNTOKNIOYEN (MCXOAHOWM KMYEBOW WHGOPMAaLMK) MOXET MNPOU3BOAUTLCH NyTeM
PUNYECKOTO YHUHTOXEHUS KIIOYEBOrO HOCUTENS, Ha KOTOPOM OHW PAacCroOfOXeHbl, UNn nyTeM CTUpaHus
(paspyLueHuns) KpUnToKIYen (MCXOOHOW KroveBOW WHopMaumm) 6e3 NoBpexAeHUst KIHYEBOro HOCUTENS
(ans obecneyeHMst BO3MOXHOCTM €r0 MHOTOKPaTHOMO UCMONb30BaHUS).

KpynTokmnioun (MCXOOHYK — KNIOYEBYH  MHAOpPMaLuio) CTUPAKT MO TEXHOMNOruKW, MPUHATON  Ans
COOTBETCTBYIOLLUX KMIOYEBLIX HOCUTENEN MHOMOKPaTHOIO NCMONb30BaHUA (guckeT, komnakT-gnckos (CD-ROM),
Data Key, Smart Card, Touch Memory un T.n.). HenocpeacTBeHHble OEWCTBUS MO CTUPAHUIO KPUNTOKIHOYEN
(MCXOOHOM KMOYEBOW MHAOPMAaLMKU), a Takke BO3MOXHbIE OrpaHVyYeHus Ha JanbHenwee npuMeHeHne
COOTBETCTBYIOLMX  KITHOYEBbIX HocuTenen MHOFOKPaTHOro NCMNonb30BaHWs pernaMmeHTUpyoTes
SKCnyaTauMOHHOW W TEeXHUYECKOW [OKyMeHTauueh K COOTBETCTBYIOLUM KpunTocpeacTBaM, a Takke
yKa3aHMAMW opraHusauny, NPoM3BOAMBLLEN 3anNnChb KPUNTOKITHOYEN (MCXOAHOW KIto4YeBoW MHopmauun).

KnioueBble HOCUMTENW YHUYTOXAIOT NYTEM HaHECEHUS UM HEeYCTPaHMMOro (Pu3n4ecKkoro MOBpPEXAEeHUS,
UCKIoYaroLWero BO3MOXHOCTb WX WCMOMb30BaHWUS, @ Takke BOCCTaHOBMEHUS KMOYEBOW WHGOPMaLMK.
HenocpeacTBeHHble AENCTBUS MO YHUUYTOXEHUIO KOHKPETHOMO TUMa KIHOYEBOr0 HOCUTENS perfiamMeHTUpyoTcs
SKCnyaTauMOHHOW W TEeXHUYECKOW [OKyMeHTauuerh K COOTBETCTBYIOLMM KpunTocpeacTBaM, a Takke
yKa3aHUAMW opraHusaumny, NPoM3BOAMBLLEN 3anNnChb KPUNTOKITKOYEN (MCXOAHOW KItoYeBow MHopmauun).

BymaxHble 1 npouyne cropaemble KrYeBble HOCUTENW, a TakkKe IKCMMyaTauUOHHYK U TEXHUYECKYIO
AOKYMEHTaLMIO K KPUNTOCPEACTBAM YHNUTOXKAIOT NYyTEM CXXUraHUs UNn ¢ MOMOLLLIO NoBbIX ByMaropesaTenbHbIX

MaLLWH.
3.19. Kpuntocpeacrtsa yHUUTOXAKT (YTUNU3UPYIOT) NO  peELUEeHU0  ofnepaTtopa, BnajetoLlero
KpUNTOCPEeACTBaMU, U C YBEAOMIMEHUEM OpraHusaumn, oTBeTCTBEHHOM B cooTBeTcTBuMM C [1K3-2005 3a

opraH13aLmio No3K3eMMMAPHOro yyeTa KpUnTocpeacTs.

HameueHHble K YHUUTOXEHWIO (yTUnuM3auumM) KpUNTOCPeACTBa MNOAMexaT WSbATMIO W3  annapaTHbIX
CPEACTB, C KOTOPbIMM OHM (OYHKUMOHMpoBanu. [lpy 3TOM KPUNTOCPEACTBA CUMTAKOTCA U3bATBIMUA U3
annapaTHbIX CPeACTB, eCNi UCMONHeHa NPeayCMOTPEHHas SKCMyaTaLMOHHON U TEXHUYECKOW AOKyMeHTauuen
K KpunTocpeAcTBam npolenypa yaaneHus nporpaMmHOro oGecrneyeHns KpUnTOCPeACTB M OHWM MOMHOCTbLIO
OTCOEAMHEeHbI OT annapaTtHbIX CPeaCTB.

3.20. MpurogHble ANA AanbHeMWero UCMonb3oBaHUS y3nbl M AeTanu annapaTtHbiX CpeacTB obluero
HasHayeHusi, He MpedHasHayeHHble creunanbHo [AnA  annapaTHOW — peanusaumn  Kpuntorpaduyeckmx
anropMTMOB UMM MHbIX (DYHKUMIA KPUNTOCPEACTB, a Takke COBMECTHO paboTalollee C KpunTocpeacTsamu
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obopynoBaHue (MOHUTOPbLI, MPUHTEPbLI, CKaHepbl, KnaBuaTypa W T.N.) paspellaeTcd WCMNonb30BaTb Mnocrne
YHUUTOXEHNS Kpuntocpeacts 6e3 orpaHuveHun. Npn 3aTomM uHoOpmMaumsa, koTopass MOXeT OcCTaBaTbCA B
yCTpoMCTBax NnamatTu obopyaoBaHus (Hanpumep, B NpuUHTEpax, CKkaHepax), OOMmkHa OblTb HadexHO yaaneHa
(cTepTa).

3.21. KntoyeBble JOKYMEHTbI OMKHbl ObiTb YHUUYTOXEHbI B CPOKW, YKa3aHHble B 3JKCMNyaTauvOHHON W
TEXHUYECKON  OOKYMEeHTauuM K  COOTBETCTBYHOLUUMM  KPUNTOCPEeACTBaM. Ecnm  CPoOK  YHUUTOXEHUS
3KcnnyaTaumoHHOM U TEXHUYECKOM AOKYMEHTaALUMEN He YCTAHOBIEH, TO KMtoveBble AOKYMEHTbl AOMKHblI ObiTb
YHUYTOXeEHbl He no3gHee 10 cyTok nocre BbiBOAAa WX M3 OeNCTBUSA (OKOHYaHWs cpoka Agenctsust). dakt
YHUUTOXEHNS O0POPMMSIETCS B COOTBETCTBYIOLLMX >KypHarax MO3K3eMMnsipHOro ydeta. B aTu xe cpoku c
OTMETKOWN B TEXHUYECKOM (annapaTHOM) XXypHane noanexart YHUYTOXEHUI0 pasoBble Kr4yeBble HOCUTENU U
paHee BBeJEHHas U XpaHsLWasacsa B KPUNTOCPEACTBAX MMW MHbIX OOMNOMHUTENbHBLIX YCTPOWCTBAX KroyeBas
WHopMaLMe, COOTBETCTBYKOLAs  BbIBEAEHHbIM U3  OEWCTBUS  KPUMNTOKMNIOYAM;  XpaHsLmecs B
KpunTorpacuyecku 3allmLeHHOM BUae AaHHble criedyeT nepelndpoBaTh Ha HOBbIX KPUMTOKMOYaX.

3.22. PasoBble KM4YeBble HOCUTENM, a TakKKe SNEKTPOHHble 3anucu  Kn4veBon  UMHdopMaLmu,
COOTBETCTBYIOLLEN BbIBEAEHHbLIM U3 AEACTBUS KPUMNTOKNIOYaM, HEMNOCPEACTBEHHO B KPMNTOCPEACTBAX UMK UHbIX
OONOMHUTENbHbBIX YCTPOMUCTBAX YHUUYTOXAlOTCA MONb30BaTeNsaMM 3TUX KPUNTOCPEOCTB CaMOCTOSATENbHO MoA
pacnucky B TEXHUYECKOM (annapaTHOM) XypHane.

KrniouyeBble OOKYMEHTbI YHUUTOXAKTCA NMOO Nonb3oBaTensaMu KpuntocpenctB, MO0 OTBETCTBEHHbLIM
nonb3oBaTenemM KpUNTOCPEACTB MOA4 pacnMCKy B COOTBETCTBYHOLUUX XypHanax mno3dK3eMnnsapHoOro yyeta, a
YHUUYTOXEHNe Bonblioro obbema KMYeBbIX [OOKYMEHTOB MoXeT ObiTb odopmneHo aktom. [lpy aTtom
nonb3oBaTeENAM KPUNTOCPEACTB pa3pellaeTcsl YHUUTOXaTb TOMbKO WCNOMb30BaHHbIE HENOCPEACTBEHHO UMM
(NpeoHasHavyeHHble Ans HUX) KpUNTOKNouM. [locne YHWUTOXEHUSA MNofb3oBaTenu KpUNTOCPeacTB  LOMKHbI
yBegoMntb 06 aToM (TenecpoHorpammon, YCTHbIM cooOlleHneM no TenedoHy U T.N.) OTBETCTBEHHOro
nonb3oBaTeNs KPUNTOCPEACTB A1 CNUCAHUSA YHUUTOXEHHbIX JOKYMEHTOB C UX NULEBbLIX CHETOB.

YHUUTOXEHME MO aKTy MPOU3BOAUT KOMUCCUSA B COCTaBe He MeHee [ABYX 4enoBeK W3 uucna nuu,
OONyLLEHHbIX K NONb30BaHMI0 KPUNTOCPEACTB. B akTe ykasbiBaeTCsl, YTO YHUUTOXAETCA U B KAKOM KONMYECTBE.
B koHUe akTa penaetca utoroBas 3anucb (UudpamMum M NPONUCHID) O KONMUYECTBE HAMMEHOBaHUN W
9K3EMMMSPOB YHUUTOXAEMbIX KMOYEBbLIX [JOKYMEHTOB, WHCTannNMpyloLWmMx KpUNTOCPeACTBa HOCUTENEWN,
3KcnnyaTaumoHHOM U TEXHUYECKOM AOKYMEHTaUuMK. VicnpaBneHns B TEKCTE akTa OOMMKHbl ObiTb OrOBOPEHbI U
3aBepeHbl NOAMUCAMU BCEX YNEHOB KOMWUCCUMM, NMPUHUMABLUUX yyacTue B yHuUTOXeHun. O npoBegeHHOM
YHUYTOXEHUN AenatoTCa OTMETKM B COOTBETCTBYHOLLUX XXYpHanax No3K3eMnnsipHoro yyeta.

3.23. KpunToknioun, B OTHOLUEHUN KOTOPbIX BO3HMKIO MNOOO3PEHME B KOMMNpOMETauuu, a Takke
OEeNCTBYOLLME COBMECTHO C HUMU ApYyrve KpUNTOKNIYM HEOBX0ANMO HEMEATEHHO BbIBECTU U3 AENCTBUS, ecnn
WHOW MOpPSOOK He OroBOpEH B 3KCMyaTauMOHHOW U TEeXHUYECKOW AOKYMEHTauuuM K Kpuntocpeactsam. B
ypesBblvarHbIX Cry4vasix, Korga OTCYTCTBYIOT KPUNTOKMOUM ANsl 3aMeHbl CKOMMNPOMETUPOBAaHHbIX, [AOMyCKaeTcs
Nno peLLeHU0 OTBETCTBEHHOrO Nosib30BaTeNs KpUNTOCPEACTB COrNMacoBaHHOMY C OMepaTopoM, UCMOSb30BaHUe
CKOMMPOMETMPOBAHHbLIX KPUMNTOKMYENn. B aToM cnyyae nepuvoa UCMNOMb30BaHUS CKOMMPOMETUPOBAHHbIX
KPUNTOKNIOYE AOMKeH OblTb MakCMManbHO KOPOTKUM, a 3alivuiaemMas MHGOpMauMs Kak MOXHO MeHee
LLEHHOMW.

3.24. O HapyLUeHUsIX, KOTOpble MOTYT NMPUBECTU K KOMNPOMETALUUN KPUNTOKMIOYEN, MX COCTaBHbIX 4vacTen
UnM nepefaBaBLUMXCS (XpaHALWMXCS) C WX MCMOMb30BaHMEM MepcoHarnbHbIX  AaHHbIX, NOMb3oBaTeNu
KpunTocpeacTB 006s3aHbl coobLLaTh OTBETCTBEHHOMY MOMb30BATEMNO KPUNTOCPEACTB U (UNK) onepaTopy.

OcCMOTp KntoYueBbIX HOCUTENEW MHOFOKPATHOrO MCMOMb30BaHMS MOCTOPOHHMMWU nuLaMu He criegyet
paccmaTtpuBaTh Kak Nogo3peHue B KOMNPOMETALMN KPUNTOKMOYEN, eCrv NpY 3TOM UCKIoYanacb BO3MOXHOCTb
NX KOMMPOBAHNSA (YTEHUS, Pa3MHOXEHMS).

B cnyyasx HegocTauu, HenpeobsABMAEHUS KMOYEBbIX [JOKYMEHTOB, a Takke HeonpeaeneHHoCTn ux
MECTOHaxX0XAEHUSI NPUHNMAIOTCS CPOYHbIE MEPbI K X PO3bICKY.

3.25. MeponpuaTna no po3bICKy U nokanus3auum nocneacTBUin KOMMPOMETaUuUu KYeBbIX AOKYMEHTOB
OopraHusyeT U1 OCyLLEeCTBNSAET onepaTop.

3.26. KntoueBble JOKYMEHTbI A8 KpMNTOCPEACTB UMK UCXOAHas KrodeBas UHgopmaums ana BbipaboTku
KNioYeBbIX OOKYMeHTOB usrotaenusatotca ®CHB Poccum Ha OOroBopHOM OCHOBE MMM nuuamu, UMEKLUMU
nuueHsno Ch Poccnn Ha oeaTensbHOCTb NO M3rOTOBNEHMIO KMHOYEBbIX AOKYMEHTOB ANsi KPUNTOCPEACTB.

N3rotoBNATb KntoueBble AOKYMEHTbl U3 WUCXOAHOW KIHYEBOM MWHAOpMaUUM MOryT onepatopbl WUnu
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OTBETCTBEHHbIE NoJfib3oBaTenn KpuntocpencrtB, nMNPpUMEeHAdA LWTaTHble KpunTocpeactea, ecCcnu Takasa
BO3MOXHOCTb npeaycMoTpeHa 3KCI'IJ'IyaTaLI,I/IOHHOI7I N TEXHUYECKOM ,EI,OKyMeHTaLI,I/IeIZ K Kpuntocpeancrtesam.

4. Pa3melueHue, cneumansHoe obopyaoBaHve, oxpaHa
1 OpraHv3aLmst pexuma B MOMeLLEHUsIX, Fae YCTaHOBMEHbI
KPUMTOCPEACTBA UMW XPaHATCS KMNIOUEBbIE OKYMEHTbI K HAM

4.1. PasmelleHue, cneumansHoe obopyfoBaHWe, OXpaHa WM opraHusauusi pexumma B NOMELLeHUsX, rae
YCTaHOBMEHbI KPUMTOCPEACTBA UNWN XPAHATCH KIHOYEBbIE JOKYMEHTLI K HUM (Janee - PeXuMHbIe MOMELLEHUs),
AOMKHbI 0becnevnBaTb COXPaHHOCTb NEPCOHanbHbIX AaHHbLIX, KPUNTOCPEACTB W KIHOYEBbIX JOKYMEHTOB K HUM.

Mpu obopyaoBaHMN PEXUMHBIX MOMELLEHWUI OOIMKHbI BbINOMHATLECA TpeboBaHUA K pa3MeLLeHno, MOHTaxy
KPUNTOCPEACTB, a Takke Apyroro o6opyaoBaHns, (PyHKUNOHMPYIOLLEro C KpUNTocpeacTBaMu.

lMepeuncrneHHble B HacTosWweM [JOKYMeHTe TpeboBaHWs K PEXMMHbIM  MOMELLUEHUSM MOryT He
NpeabABnATLCS, €CNK 3TO NPeAyCMOTPEHO NpaBunaMm nonb3oBaHUA KpUNTocpeacTBamMu, COrMacoBaHHbLIMU C
dCB Pocecun.

4.2. PexxvMHble NoOMeLLEHUS BbIAENSAIOT C Y4ETOM Pa3MepoB KOHTPONMPYEMbIX 30H, pernameHTUPOBaHHbLIX
3KCnIyaTauMOHHOW U TEXHNYECKON AOKYMEHTauuen K KpuntocpeacTeam. NomMelleHns JOMmKHbl UMeTb MPOYHble
BXOAHbIE ABEPW C 3aMKaMU, rapaHTUPYIOLLMMU HagexXHoe 3akpbiTue nomelleHuin B Hepabouvee Bpemsi. OkHa
NOMeLLEeHWI, PacnONOXEHHbIX Ha NEPBbIX UMW NOCNEeAHNX 3Taxax 30aHuN, a TaKkkKe OKHa, HaxOAsLMecs OKOSo
noXapHbIX NeCTHUL, 1 APYrUX MECT, OTKyAa BO3MOXHO NPOHUKHOBEHUE B PEXUMHbIE MOMELLEHUS MOCTOPOHHUX
nvu, Heobxoanmo obopyaoBaTb METaNINYECKMU peLleTKaMm UNn CTaBHAMU, UMW OXPaHHOW CuUrHanmusauuen,
Unu OpyrumMu  CpeactBamu, MNPEnATCTBYIOWMMU  HEKOHTPONMPYEMOMY MNPOHMKHOBEHUIO B PEXUMHbIE
nomMeLLeHus.

4.3. PasmelyeHue, cneunanbHoe obopyaoBaHue, oxpaHa 1 opraHu3aums pexvmMa B NOMeLLeHNaX LOSKHbI
UCKIMIOYNTb BO3MOXXHOCTb HEKOHTPONMPYEMOro NPOHUKHOBEHWUS UM NPebbiBaHNS B HWUX MOCTOPOHHMX nuu, a
TaKke NpocMoTpa NOCTOPOHHMMM NULAMW BedyLUUXCa Tam paborT.

4.4. Pexum oxpaHbl NOMeLLEeHUA, B TOM Y1crie npasuna gonycka CoTpyaHMKOB 1 noceTutenen B pabodee
n Hepaboyee Bpems, ycTaHaBnMBaeT OTBETCTBEHHbLIN MOMb30BaTElNb KPUMTOCPEACTB MO COrMacoBaHUIO Mpu
HeobXxoAMMOCTM C onepaTopoM, B MOMELLEHUAX KOTOPOro YCTaHOBMEHbl KPUNTOCPEACTBA WU  XpPaHHATCS
KrnoYeBble OOKYMEHTbl K HUM. YCTaHOBMNEHHLIA PEXUM OXpaHbl AOIDKEH npedycMaTpuBaTbh Mepuogmnyeckun
KOHTPOMb 3a COCTOSIHMEM TEXHUYECKUX CPEeACTB OXPaHbl, €CNW TaKoBble WMENTCHd, a Takke Yy4uTbiBaTb
nonoxeHuns Hactoawmx TpebosaHui.

4.5. [iIBepu cneunomeLLeHn OMKHbI BbITb MOCTOAHHO 3aKPbITbl HA 3aMOK M MOTYT OTKPbIBATLCA TOJSbKO
AN CaHKUMOHWPOBAHHOIO Mpoxoda COTPYAHWMKOB W noceTutenen. Knoum OT BXOAHLIX ABEper HymepyioT,
YYUTBIBAIOT U BbIAAKOT COTPYAHWKAM, UMEIOLLMM NPaBo AOMycka B PEXUMHbIE MOMELLEHWUs, MOA4 pacnucky B
XypHarne ydeTa xpaHunuul. JybnukaTel Knioven oT BXOOHbIX ABEeper Takux MOMELLEHWA crnegyeT XpaHuTb B
celndbe onepaTopa Mnu OTBETCTBEHHOIO MONb30BaTENSA KpUNTOCpPEACTBaMM.

4.6. ina npegoTepaLleHns MpoCMOTPa U3BHE PEXMMHbBIX MOMELLEHUIN NX OKHA AOMKHbI ObITh 3alUULLEHbI.

4.7. PexvMHble MoMeLLeHUs, Kak npaBuno, [AOMXHbl OblTb OCHALLEeHbl OXPaHHOW CUrHanusaumen,
CBSI3aHHOW CO CryXbon oxpaHbl 34aHUs UK OeXypHbIM MO opraHmsauuun. McnpaeBHOCTbL curHanusaumu
nepuoguydeckn HeobxoaMMO MNpPOBEPATb OTBETCTBEHHOMY MOfMb30BaTeNio KPUNTOCPEACTB COBMECTHO C
npeacrasuTenem cryxbbl oOXpaHbl Unu AeXypPHbLIM MO OpraHM3auny ¢ OTMETKON B COOTBETCTBYIOLLMX XKypHanax.

4.8. [na XxpaHeHUs KNIOYeBbIX [OOKYMEHTOB, 3KCMMyaTauuMoHHOW W TEXHWYECKOW OOKYMeHTauumu,
WHCTannupyoLmx Kpuntocpeactesa HoCUTENEN JOMKHO BbITb NpegyCMOTPeHO HeobXoANMMOe YUCNO HaOeXHbIX
MeTannmMyecknx XpaHunuiy, obopyaoBaHHbIX BHYTPEHHWMU 3aMKaMy C OBYMS SK3eMnnsgpamu Kroden u
KOAOBbLIMU 3aMKaMy UMK NPUCIOCOBNEHNSIMU ANA oneYaTbiBaHNS 3aMOYHbIX CKBaxKUH. OAuH SK3eMnnsp Knoya
OT XpaHWUmnuLLa OOMMKEH HaXOAMTLCS Y COTPYOHMKA, OTBETCTBEHHOrO 3a xpaHunuwie. [Jybnukatbl knoden ot
XPaHUNULL, COTPYAHUKM XPaHAT B ceildpe OTBETCTBEHHOIO Nonb3oBaTtens KpuntocpeAcTs. [ybnukaT knwoya ot
XpaHunuiia oTBETCTBEHHOro Nonb3oBaTens KpMNTOCPeACcTB B OneYaTaHHOW ynakoBke JofkeH ObiTb nepenaH
Ha XpaHeHue onepaTopy nog pacnucky B COOTBETCTBYIOLLEM XKXypHane.

4.9. Mo okoHYaHUK paboyero OHS PEXUMHOE NOMELLEHNE U YCTaHOBMEHHbIE B HEM XpaHWnuwia LOSKHbI
ObITb 3aKpbIThI, XpaHUNULLa oneyataHsl. Haxogsawmnecs B NoMnb3oBaHWM KMIOYM OT XPaHUNULL JOMXHbI BbiTb
CAaHbl Mo pacrnucky B COOTBETCTBYHOLLEM >XypHane OTBETCTBEHHOMY MOMb30BAaTEN0 KPUNTOCPEACTB WU
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YMNONHOMOYEHHOMY (OEXYPHOMY), KOTOpble XPaHAT 9TW KMYM B NIMYMHOM WM CleunansHO  BblAENEeHHOM
XpaHunuiie.

Knioun oT peXXUMHbIX MOMELLIEHUI, a TaKKe KIMoY OT XpaHUnuLia, B KOTOPOM HaxogATCs KMoYM OT BCeX
APYIUX XpaHUNuL, pexmMMHOro MoMeLleHus, B onevyaTaHHOM BuAe AOMXHbl OblTb CAaHbl nog pacrnucky B
COOTBETCTBYIOLLEM XypHane crnyxbbl oXpaHbl UNu AeXXypHOMY MO OpraHusauMm OZHOBPEMEHHO C nepepaden
noJ OXpaHy CaMmx PEeXMMHbIX MomelleHuin. NeyaTn, npefHasHadeHHble ANA  oneyaTbiBaHUSA  XpaHWNnuL,
OOMKHbI HAXOAMTLCS Y NoMb3oBaTenemn KpMNToCpeacTB, OTBETCTBEHHbIX 3a 3TU XpPaHUNULLA.

4.10. MNpw yTpaTe Kno4a OT XpaHUNULia WUNu OT BXOOHOM OBEpU B pPEeXUMHOE MOMeLeHne 3aMokK
HeobxoAMMO 3aMeHUTb WNM nepegenaTb €ro CeKpeT C W3roTOBMIEHWEM K HEeMy HOBbIX KIHOYEen C
AOKYMeHTanbHbIM odhopMieHnem. Ecnuv 3amok oT XpaHunuiia nepegenaTtb HEBO3MOXHO, TO Takoe XpaHunuLie
HeobXxoaMMO 3aMeHUTb. MopsaaoK XpaHeHUs KIYeBbIX W APYrMX AOKYMEHTOB B XpaHWMuLLE, OT KOTOPOro
yTpayeH KoY, 40 U3MEHEHUS CeKpeTa 3aMKa YyCTaHaBnvMBaeT onepaTop UMW OTBETCTBEHHLIW Monb3oBaTenb
KpUNTOCPEACTB.

4.11. B 0Bbl4HbIX YCMOBUSX PEXUMHbBIE MOMELLEHUS, HAXOASLIMECS B HUX OnevaTaHHble XpaHunuiia MoryT
ObITb BCKPbIThI TOMLKO NOMb30BaTENs MU KPUNTOCPEACTB, OTBETCTBEHHLIM MONb30BaTENEM KpPUNTOCPEOCTB UMK
onepaTopoM.

Mpu obHapy>xeHN NPU3HAaKOB, yKa3biBalOLWUX Ha BO3MOXHOE HECAHKLUMOHMPOBAHHOE MPOHUKHOBEHUE B
3TW NOMELLEHUS UNN XPaHUMULLA NOCTOPOHHUX NUL, O Cry4YMBLUEMCS OOIMKHO ObITb HEMeAneHHO CcoobLeHo
OTBETCTBEHHOMY MOMb30BaTENo KPUNTOCPEACTB UNu onepaTtopy. [pnbbiBLUMA OTBETCTBEHHbLIA MONb3oBaTENb
KPUNTOCPEACTB OOMKEH OLEHUTb BO3MOXHOCTb KOMMPOMETaLMN XPaHSALLMXCA KMHOYEBbIX W APYTNX OKYMEHTOB,
COCTaBWUTb akT W MNPUHATE MNpU HEoBXoAMMOCTM Mepbl K rfokanusauun MocrneacTBUA  KoMipomMeTaumm
nepcoHanbHbIX AaHHbIX U K 3aMEeHe CKOMMPOMETUPOBaHHbLIX KPUNTOKITHOYEN.

4.12. PasamMelleHne n MOHTaX KPUNTOCPEACTB, a Takke Apyroro obopyaoBaHus, (OYHKLUOHUPYOLEro C
KPUNTOCPEACTBAMW, B  PEXUMHBIX  MOMELWEHUAX  OOMMKHbl  CBECTU K MUHMMYMY  BO3MOXHOCTb
HEKOHTPONMPYEMOro A0CTyrna NOCTOPOHHMX MWL K YKa3aHHbIM CpeacTBam. TexHuveckoe obcnyxmnBaHne Takoro
06opyaoBaHNs U1 CMEHa KPWUMTOKMIOYEN OCYLLECTBASIOTCA B OTCYTCTBUE nuu, He AOnyLeHHbIX K pabote ¢
AaHHBbIMY KPUNTOCPEeACTBaMM.

Ha Bpems oTCyTCTBMA Monb3oBaTenen KpUNTOCpPeAcTB YykasaHHoe obopygoBaHMe npu  Hanmyum
TEXHUYECKON BO3MOXHOCTW [OMKHO OblTb BbIKMIOYEHO, OTKMAYEHO OT JMHUKM CBA3M KU ybpaHo B
onevaTtblBaeMble xpaHunuwa. B npoTMBHOM cry4ae Mo CornacoBaHWIO C OTBETCTBEHHbIM MOrb30BaTenem
KPUNTOCPEACTB  HeobXxooumMo  MpegycMoTpeTb  OpraHM3auuoOHHO-TEXHUYECKME  Mepbl,  UCKMoYatoLme
BO3MOXXHOCTb UCMOMb30BaHWUS KpUNTOCPEACTB MOCTOPOHHUMW NULaMu.

Mpunoxexue 1
OCHOBHBbIE TEPMWHbI U ONPEQEJNIEHNA

BrnokupoBaHue nepcoHanbHbIX aHHLIX - BpEMEHHOE MpekpalleHne cbopa, cucteMaTnsannm, HakonneHns,
UCMNOMb30BaHWs, PacnpoCcTPaHEeHNsi NePCOHarNbHbIX AaHHbIX, B TOM Y1CNe UX Nepedayu.

HocTyn K nHdopmaummn - BOSMOXHOCTb NOMyYeHNsi HOPMaLMU U ee UCNONb30BaHMS.

MHdopmauuoHHaa cuctema - COBOKYMHOCTb coepxawencd B 6asax AaHHbIX UWHMopmaumm U
obecneynBaroLLmx ee 06paboTKy MHPOPMALMOHHBIX TEXHONOMMI U TEXHUYECKUX CPECTB.

MHdopmauuoHHaa cuctema nepcoHarnbHbIX AaHHbIX - WMHGOPMaUMOHHAas cucTema, npeacTaBnstollas
cobon COBOKYMHOCTb MepcoHarnbHbIX AaHHbIX, cogepXawuxcsa B B6ase AaHHbIX, a Takke WHEGOPMAaLMOHHBLIX
TEXHOMOMMM U TEXHUYECKUX CPEACTB, NO3BOMSIOLLUNX OCYLLECTBNATL 06paboTKy TakuxX NepcoHanbHbIX AaHHbIX C
1Cnomnb3oBaHNEM CpeacTB aBToMaTu3aumm unm 6e3 cnonb3oBaHWUs Takux CpeacTs.

KoHTponupyemass 30Ha - MpPOCTPAHCTBO, B Mpedenax KoTOpPOro OCYLUECTBASETCH KOHTPOnb 3a
npebbiBaHNEM U AeNCTBUAMU NULL U (UK) TPAHCNOPTHBIX CPeacTB.

paHuMUEen KOHTPOMNMPYEMON 30HbI MOXET ObiTb: MEepUMETp OXpaHsSeMOW TepputTopun npeanpuaTus
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(yupexgeHus), orpaxaatolime KOHCTPYKLUMM OXPaHAEMOro 34aHus, OXpaHAeMoW 4YacTu 3[4aHus, BblOereHHOro
nomMeLLeHus.

KoHdunaeHumanbHOCTb NepCcoHarnbHbIX AaHHbIX - 06A3aTensHoe Ang cobnogeHns onepatopom Unn UHbIM
NOMy4YMBLUMM OOCTYM K NEPCOHanbHbIM AaHHbIM NMUOM TpeboBaHMe He [onyckaTb WX pacnpocTpaHeHus 6e3
cornacus cybbekTa nepcoHarnbHbIX AaHHbIX UMW HANU4YMsA MHOTO 3aKOHHOMO OCHOBAaHWS.

KpunTtocpeactso - wwudpoBanbHoe (kpuntorpaduyeckoe) CpeacTBo, MpefHasHavyeHHoe Ans  3awuTbl
WHOPpMaLUMK, He coaepXallen CBeAeHWW, COCTaBMAOWMX rOCyAapCTBEHHYO TanHy. B yacTtHocTH, K
KpUNTOCPEACTBaM OTHOCATCS cpeacTsa kpuntorpaduyeckon sawmtbl uHdopmaumm (CK3U) - wudposanbHble
(kpunTorpadunyeckne) cpeacTsa 3aWwnTbl HPOPMALIMK C OFPaHUYEHHbBIM AOCTYNOM, HE coaepXallen cBeaeHnn,
COCTaBNSALLNX FOCYAapCTBEHHYIO TalHy.

Mogenb HapywmTens - NPeanonoXeHns 0 BO3MOXHOCTAX HapYLUUTENS, KOTOpblE OH MOXET UCMONb30BaTh
Ans pa3paboTku 1 NpoBeAeHNs aTak, a Takke 06 orpaHNYeHNsX Ha 3TV BO3MOXHOCTH.

Mogenb yrpos - nepeyeHb BO3MOXHbBIX Yrpos.

O6paboTka nepcoHanbHbIX AaHHbIX - AEACTBUS (onepaummn) ¢ NepcoHanbHbIMU AaHHLIMK, BKMoYas cbop,
cucteMaTmsaumnilo, HakonneHue, XpaHeHwe, YToYHeHue (OBHOBrneHwe, W3MEHEeHWe), UCMNofb30BaHue,
pacnpocTpaHeHue (B TOM 4ucne nepegady), obesnuumBaHue, BOKMPOBaHUE, YHUUTOXEHWE NepCoHarbHbIX
OaHHbIX.

O6wenocTynHble nepcoHarbHble AaHHbIE - NepCOoHalnbHble AaHHbIe, JOCTYN HEOrPAaHUYEHHOrO Kpyra nuL, K
KOTOPbIM NPedocTaBneH ¢ cornacusa cybbekTa nepcoHanbHbIX OaHHbIX WM Ha KOTOpble B COOTBETCTBUM C
degepanbHbLIMU 3aKOHaMK He pacnpocTpaHsaeTcs TpeboBaHne cobnoaeHns KOHMUAEeHLMansHOCTH.

Onepatop - rocygapCTBEHHbIN OpraH, MyHULUNanbHbBIM OpraH, lopugudeckoe unu uandeckoe nuuo,
opraHusyoLume u (Mnu) ocylecTensowmne obpaboTky nepcoHanbHbIX AaHHbIX, a Takke onpegensowue uenu u
coaepxaHne 06paboTku NepcoHarnbHbIX AaHHbIX.

MepcoHanbHble gaHHbIe - ntobas MHpopMauus, OTHOCALAACS K onpedeneHHoMY Unu onpegensaeMoMmy Ha
OCHOBaHUWM Takon WMHdopMaumMm duandeckomy nuuy (CyObekTy nepcoHanbHbIX AaHHbIX), B TOM 4ucrie ero
damunns, Mg, OTYeCTBO, oA, Mecsd, faTa M MeCTO PpoXAeHus, agpec, CeMenHoe, coumnanbHoe,
UMYLLECTBEHHOE NONOXeHne, obpasoBaHue, npodeccus, AoxXoabl, Apyras UHopmauums.

Monb3oBatens - NUUO, y4acTBYIOLWEe B SKCNyaTaumMm KpUNTOCPEeACTBa MM MUCnonbaylolee pesynbTaTbl
ero (OyHKLUMOHUPOBAHKS.

PacnpocTpaHeHne nepcoHanbHbIX OaHHbIX - AEWUCTBUS, HanpaBrfieHHble Ha nepefady MepcoHanbHbIX
OaHHbIX OnpefdeneHHOMYy Kpyry nuy (nepegada nepcoHanbHbIX AaHHbIX) WM Ha  O3HaKOMMEHue ¢
nepcoHanbHbLIMU AaHHBIMU HEOrPaAHUYEHHOTO Kpyra nuu, B TOM Yucrne obHapogoBaHue nepcoHanbHbIX OaHHbIX
B CpeACTBax MaccoBon WHdopmaumu, pasMelleHne B UHEMOOPMAaLMOHHO-TENEKOMMYHUKALMOHHBLIX CETSX WIu
npegocTaBneHne Joctyna K nepcoHarnbHbIM aHHLIM KakMM-IMB0 MHLIM COCOBOM.

PexvMHble nomelLeHnss - NoMeLLeHus, rae YCTaHOBMEeHbl KPUMTOCPEeACTBa WMNW  XPaHATCH  KoYeBble
OOKYMEHTbI K HUM.

CpeacTtBo 3aWwmTbl MHOPMaLWK - TEXHUYECKoe, MporpaMMHOe CpeacTBO, BelwecTBo M (Mnu) matepuan,
npeaHasHayYeHHbIe UNKU NCnornb3yemMble AN 3almTbl MHopMaLuuu.

LWndpoBanbHble (kpuntorpadmnyeckme) cpeacrtsa - KpUnToCpeacTaa:

a) cpeAcTBa WnpoBaHus - annapaTHble, NporpaMMHbIe U annapaTHO-NporpaMMHbIE CPeACcTBa, CUCTEMBI
W  KOMMMEKChbl, peanusylowne anropuTMbl  KpunTorpadguyeckoro  npeobpasoBaHus  MHopMauun 1
npegHasHayeHHble AN 3aWwmTbl MHAOPMauMU Mpu nepefade Mo KaHanam cBA3W M (Mnv) Ana  3awuThl
WHOpMaLMK OT HECaHKLMOHNPOBAHHOMO AOCTyNa npu ee obpaboTke 1 XpaHeHuu;

0) cpeacTBa MMUTO3aLWUTLI - annapaTHble, MPOorpaMMHbIE U annapaTHO-NporpamMmMHble cpeacTea, CUCTEMBI
W  KOMMMEKChbl, peanusylowmne anroputMbl  KpunTorpadguyeckoro  npeobpasoBaHus  MHopMauun 1
npeaHasHayeHHble Ans 3aWnThl OT HaBA3bIBAHMS NOXHON MHGOpMaLUmK;

B) cpeacTBa 3MNeKTPOHHOW LMdPOBON NOANNCK - annapaTtHble, NporpaMMHbIE U annapaTHO-NpPorpaMMHble
cpencTea, obecneunBatoLne Ha OCHOBE KpunTorpadguyeckux npeobpasoBaHuin peanmsaumio XoTs 66l 0gHON 13
cnegyowmnx yHKUMA: co3gaHue SMeKTPOHHOM UMpoBON MOANUCK C UCMONb3OBaHUMEM 3aKPbLITOro Kriova
SMNEKTPOHHOW UMMPOBOA MOAMNUCK, NOOTBEPXKOAEHWE C MWCNOMNb30BaHMEM OTKPbITOrO Kftoya 3reKTPOHHON
undposor noanMCK NOASIMHHOCTU SMEKTPOHHOMN LIMPPOBOM NOAMNUCU, CO3AaHNE 3aKPbIThIX U OTKPLITLIX KIHoYen
3NEKTPOHHOW LMPOBOW Nognucy;

r) CpeAcTBa KOAMPOBaHWS - CpeacTBa, peanuayloLne anroputMbl Kpuntorpadguyeckoro npeobpasoBaHus

KoHcynbTaHnTlNKOC
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"TunoBble TpeboBaHNsA MO OpraHn3auum 1 obecneyeHmo hyHKLMOHMPOBaHNS

WwnpoBanbHbIX (KpUnTorpaduyecknx) CpeacTs, NpeaHasHavyeHHbIX ans [JokyMeHT npegocTasneH KoHcynbTaHTlInoC
3aWmThl MHGOPMaLMK, HE coaepXallel CBeAeHWI, COCTaBSIOLLMX [lata coxpaHeHus: 19.11.2012
roCyAapCTBEHHYIO ...

WHopMaLMN C BbINOMHEHMEM YacTuU nNpeobpasoBaHWs MyTEM PY4YHbIX OMepauuin UM C UCNONb30BaHWEM
aBTOMaTU3NPOBaHHbLIX CPEACTB Ha OCHOBE TakuUX onepauun;

0) cpeactBa M3roTOBMEHUS KMOYEBbIX [JOKYMEHTOB (He3aBMCMMO OT BMAA HOCUTENS  Kro4yeBow
WHopmauum);

€) KnoyeBble JOKYMEHTbI (He3aBUCUMO OT BMAA HOCUTENS KNOYEBON nHopMaumm).

KoHcynbTaHTINIOC
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"Tunosble TpeboBaHWsA NO opraHM3auuy n obecneveHmio yHKLUMOHNPOBAHNS LWNGPOBaNbHbIX
(kpunTorpadmueckmx) CpeacTs, NpeaHasHauYeHHbIX Ans 3awmnTbl MHOPMaLUMK, He coaepyKalLei CBeAeHWIA,

COCTaB/AKLWMNX rOCyAapCTBEHHYIO ...

[okymeHT npeaocTasneH KoHcynbTaHTI 1o

[ata coxpaHeHus: 19.11.2012

TUTOBAA ®OPMA

K HAM, KIto4eBbIX JOKYMEHTOB

XXypHana noak3eMmnigapHOro ydeta KpUnTocpeacTs,
aKcnnyaTaumMoHHOM U TEXHUYECKOW JOKYMEeHTaumm

Mpunoxexue 2

Hapje)XXHas npaBoBas noaaepxkKa

N HamMeHOBaHMe PerncrpalnOHHEE Homepa OrMeTKa O OrMeTKa O
n/mo KPpUIITOCPENCTBAa, HoMepa CK3I, DK3EMIIJIAPOB [IOJIyUeHUM BBEIIAUE
DKCIIJTyaTalMOHHOM BKCIIJTyaTaluMOHHOM (kpunrorpa-
M TEeXHUUYECKOM M TEeXHUUYECKOM buueckue OoT IaTa u ®.1.0. IaTa u
OOKYMEHTalUuM K OOKYMEHTAUUN K HOMepa) KOT'O HOMEp noJIb30— | pacnm-
HMM, KJIOUEBHIX HMM, HOMepa Ccepum KJIIOUE BEIX IOoJIy— | CONpOBO— | BaTejyda cCka B
OOKYMEHTOB KJII0UE BEIX IOKYMEHTOB YeHEH OUTEJIb— KPUIITO- | mosy-—
OOKYMEHTOB HOT'O CpencTB | ueHUM
nmcbMa
1 2 3 4 5 6 7 8
OTMeTka O nonkJoueHuM (ycraHoBke) CK3U OrmeTka 00 mabBaTUM CK3U us [IpnmMe -
anrnapaTHEX CPelCTB, YHUUTOXEHUM yaHue
KJIIOUEBEIX IOOKYMEHTOB
®./1.0. nmoyapzoBaTE— JaTa NOOKJIYEeHMA HoMmepa amnmnapaTHEX JaTa ®./M.0. nmoJapsz0- Homep
JIl KPUITOCPEICTB, (yCTaHOBKM) ¥ IOI— CpPencTB, B KOTOPHE N3BATUS BaTesysa CK3IH, aKTa Wuimn
IPOV3BOIMUBIIETO OMCK JIUL, OPOU3-— YCTaHOBJIEHH WM K (YHMYUTO- | IPOM3BOOUBIIETO pacnmucka
IOOKJIIOUEHME BeOUMX IMONOKJIUEeHME KOTOPHEIM ITOOKJIOUEHE KEHUT) U3BbATUE 06 yHUU-
(YyCTaHOBKY) (YyCTaHOBKY) KpUIITOCpenCcTBa (YyHUUTOXEeHUE) TOXEHUU
9 10 11 12 13 14 15
KOHcyn bTaHTINt0C www.consultant.ru
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"TunoBble TpeboBaHNsA MO OpraHn3auum 1 obecneyeHmo hyHKLMOHMPOBaHNS

LUMdpoBanbHbIX (KpUNTorpaduuecknx) CPeacTB, NpeaHasHauyeHHbIX Ans
3alWmTbl MH(OPMaLMK, He coaepIKaLLe CBeAEHMIA, COCTABNSAIOLWMX

roCyJapCTBEHHYIO ...

[JokyMeHT npepocTasneH KoHcynbTaHTIn0C
[ata coxpaHeHus: 19.11.2012

TUMNOBAA ®OPMA
TEXHUYECKOro (annapaTHoro) xxypHana

Mpunoxexue 3

N Hara | Tun u 3anmucu JicnnoJsib3yeMele KPUIITOKJIIIOUN OrMeTka 00 IIpume -
n/n perucT- | no o6- YHUUTOXEHUN JaHMe
paumoH- | ciyxmu— (cTupanum)

HBIE BaHMIO
HOMEpa kpunrto- | Tun CepuMHEH, Homep pazo- HaTa | loonmuce
MCIIOJIb— | CPenCTB | Kiode— | KPUIITO— BOT'O KJIOUEe-— OJIb30—
3yEeMBIX BOTO rpadudec- | BOTO HOCU-— BaTesAd
KPUIITO— OOKy-— KU HOMEP | Tejd WUIKu KPUIITO—
CpencTs MEHTa  HOMEp 3OHBEl KPUII— cpencTs
3K3EeMIJIg— | TOCPencTs,
pa KJpdYe- | B KOTOPYI
BOT'O BBEIEeHEL
IOOKYMEHTa | KPUIITOKJIOUYM
1 2 3 4 5 6 7 8 9 10
KoucyanaHTnmoc www.consultant.ru CrpaHvua 13 n3 13
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