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BapeructpupoBaHo B MuHtocte P® 6 aBsrycta 2001 r. N 2848

®EOEPANIbHOE AFEHTCTBO NMPABUTENIbCTBEHHOW CBA3U U UHOOPMALIUN
NPU NPE3UAEHTE POCCUNCKOW ®EQEPALIMA

NMPUKA3
oT 13 noHa 2001 r. N 152

Ob YTBEPXXOEHUUN MHCTPYKLUMN OB OPTAHU3ALIUA
N OBECMNEYEHUU BE3OMNACHOCTU XPAHEHUA, OBPABOTKMH
N NEPEOAYU NO KAHANAM CBA3U C UCMNOJIb3OBAHUEM CPELACTB
KPUNTOMPA®UYECKON 3ALLUTHI UHOOPMALIUN C OTPAHUYEHHBIM
AOCTYNOM, HE COAEPXALLEA CBEQEHUIA, COCTABNAIOLLINX
rOCYQAPCTBEHHYIO TAUHY

B cootBetctBMM C PepepanbHbiM 3akoHoM oT 20 despans 1995 roga N 24-®3 "O6 wnHdopmaumm,
WMHopMaTM3aUmMm 1 3awmTe nHdopmauun” <*>, 3akoHom Poccuickon degepaumm ot 19 dpeBpans 1993 roga N
4524-1 "O chbeaepanbHbIX opraHax NpaBUTENbCTBEHHOW CBSI3W U MHopMaumn" <**> 1 onoxeHnem o nopsigke
pa3paboTku, Mpou3BOACTBA, peanu3aumM U UCMONb30BaHWA CPeacTB  KpunTorpacpmMyeckon  3aluThbl
MHoOpMaLMK C OrpaHUYEeHHbIM OOCTYMOM, HE COoAEepXalLllen CBeAEHMIN, COCTABMAIOLLMX FOCYAapCTBEHHYIO TalHy
(MonoxeHune T1K3-99), ytBepxaeHHbIM [Mpukazom OAMNCU ot 23 ceHtabps 1999 roga N 158,
3aperncTpupoBaHHbiM  MuHuctepctBoMm toctumm  Poccunickon  ®epepaunn 28 pgekabps 1999  roaa,
pernctpaumnoHHbirn N 2029 <***> ¢ uenbto onpeaeneHus nopsiaka opraHnsaumMm u obecneyeHnss 6e3onacHoOCTy
XpaHeHusi, obpaboTkM 1 nepefayn Mo KaHanam CBA3M C  UCMOMb30BAHWEM CPEACTB  KpunTorpaduyeckomn
3alWMTbl  MHpopMauum C  OrpaHMYEHHBIM LOCTYNOM, He cogepXaleh CBedEeHWMI,  COCTaBMSOLLUX
rocygapCTBEHHYIO TalHy, NPUKa3biBato:

<*> CobpaHue 3akoHogaTenbcTBa Poccuinckon ®egepaumm, 1995, N 8, ct. 609.

<**> Bepomoctn Cbesga HapogHbix genytatoB Poccwuiickon ®Pepepaumm mn BepxoBHoro CoBeta
Poccunckon ®egepaumm, 1993, N 12, cT. 423.

<***> "Poccunckas raseta”, 2000, 26 siHBapsi.

YTBEpanTb MHcTpykumio 06 opraHusaumMn u obecriedyeHnn GesonacHOCTU XpaHeHusi, ob6paboTku U
nepefadv no KaHanam CBS3W C UCMOMb3oBaHWEM CpeacTB KpunTorpaduyeckoin saluTbl UMHdopMauun ¢
orpaHuYeHHbIM JOCTYMNOM, He codepikalllei CBeAeHUiA, COCTaBNSAWNX rocyAapCTBEHHYI0 TalHy (npunaraeTcs).

[eHepanbHbIN gupekTop AreHTCcTBa
B.MATKOXWH

MNpunoxeHne

Kk MNpukasy ®egepanbHOro areHTCTBa
npaBUTENbCTBEHHOW CBSA3N 1 MHGOPMaLUK
npu MNMpeangeHTte Poccuiickon ®eapepaunn
oT 13 noHa 2001 r. N 152

MHCTPYKLIUA
OB OPFAHU3ALIUU N OBECTIEYEHUUN BE3OMNACHOCTU XPAHEHUA,
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OBPABOTKWU U NEPEOAYY MO KAHAINTAM CBA3U C UCNOJIb3OBAHUEM
CPEOCTB KPUNTOMPA®UYECKOMN 3ALLUUTBI UHOGOPMALIUA
C OrPAHMYEHHbLIM AOCTYNOM, HE COOEPXALLEW CBEQEHUN,
COCTABNAIOWMUX TOCYOAPCTBEHHYIO TAUHY

|. O6LMe nonoxeHus

1. Hactoswasa WHcTpykuma onpegenseT euHblin Ha TeppuTtopum Poccuickon ®egepauumn nopsgok
opraHmsaumm n obecnedeHus B6e3onacHOCTU XpaHeHwusi, obpaboTkM W nepegayn Mo KaHanam CBS3M C
ucnonb3oBaHneM cepTuduumnpoBaHHbix PAMNCU cpeacts kpuntorpadmuyeckon 3awuTbl  (WnMdpoBanbHbIX
CpeacTB) nognexallen B COOTBETCTBMM C 3akoHOAaTenbCcTBOM Poccuinckon ®epepauun obasatensHon sawmre
WHOPMaLMK C OrpaHUYEeHHbIM JOCTYMOM, HE coAepXallen CBedeHWIN, COCTaBMAIOWMX rOCYAapCTBEHHYIO TalHy
<*>

<*> MHqDOpMaLIMFl C OrpaHu4eHHbIM OOCTynoM, He coaepXallada cBeaeHun, CocCTaBnamWwmnx
rocygapCTtBeHHYO TaIZHy, B HacTosiLEeN MHCprKLIMM MMEeHYyeTCA - KOHq[)M,EI,eHLI,I/IaJ'IbHaﬂ I/IH(*)OpMaLLI/Iﬂ.

[aHHbIM MOPSAKOM PpeKoMeHOyeTCsl PYKOBOACTBOBATLCHA Takke Mpu opraHusaumm un obecneyveHuu
BesonacHocTn xpaHeHus, o6paboTkM 1 nepeaayn No KaHanam CBs3N C UCMONb30BaHMEM CePTUDULIMPOBAHHBLIX
QATMNCU  cpegcte  kpuntorpadpmyeckon — 3awmTtbl  <*>  He nognexawien obssatenbHoOM  3awurte
KOHMAeHUMansHom nHopMauumn, AoCTYN K KOTOPOW OrpaHNYMBaEeTCs B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuitickon ®epgepauum unuv no pelweHuo obnagatens KoHUAeHuuanoHOW uHgopmauun <**> (3a
UCKMNOYeHeM MHopMauun, cogepxallen CBedeHUs, K KOTOPbIM B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccuitckon ®egepauunm He MOXeT BbITb OrpaHUyeH 4OCTyn).

<*> CeptudpuumposanHHole DAMNCU cpeactsa kpuntorpaduyeckon 3awmtbl  KOHPUAEHUMANbHOM
WHopmaumm B HacToswen NHcTpykumm nmeHytotes - CK3W. K CK3W oTHocaTes:

- peanusylowme Kpuntorpaduyeckme anroputMmbl npeobpasoBaHns uHdOpMauMM - annapaTHble,
nporpaMmHble W annapaTtHO - MporpaMmmHble cpeacTBa, CUCTEMbl W KOMMMEKChbl, obecneynsatoLme
6e3onacHocTb nHdopmaLmm npu ee 06paboTke, XpaHeHUM U Nepedaye no kaHanam cBasu, skrtoyas CK3U;

- peanusylowme Kpuntorpaduyeckme anroputMmbl npeobpasoBaHns uHdOpMauMM - annapaTHble,
nporpaMmHble W annapaTtHo - MporpaMMHble cpeacTBa, CUCTEMbl W KOMMAMEKChbl  3awutbl  OT
HeCaHKUMOHMPOBAHHOIO A0CTyna K MHdopMaLuum npu ee obpaboTke 1 XxpaHeHuu;

- peanusylowme Kpuntorpaduyeckme anroputMmbl npeobpasoBaHns uHdOpMauMM - annapaTHble,
nporpamMmHble M annapaTHO - nporpamMMHble CpeacTBa, CUCTEMbl M KOMMMEKChbl 3awmTbl OT HaBs3blBaHUSA
NOXHOWN MHAOPMaLMK, BKNoYasa CpeacTBa MMUTO3aWNTbl U "3NeKkTPOHHOW nognmcu';

- annapaTHble, nporpaMMHble W annapaTHO - nNporpaMMHble CcpeacTBa, CUCTEMbl U KOMMIEKChI
W3roTOBMEHUS U pacnpeaeneHns knyeBbix JokymeHToB Ansa CK3W He3aBucumo oT Buga HocuTenst Ko4veBon
WHopMaLnK.

<**> Obnagatensamu KoHpuaeHUManbHOM WHPOPMauMM MoryT OblTb  roCygapCTBEHHblE  OpraHbl,
rocyfapCcTBeHHble opraHusauumn 1 apyrme opraHusauum He3aBUCMMO OT UX OPraHM3auMOHHO - MPaBoOBOW HOPMbI
1 popmbl COBCTBEHHOCTU, MHAMBUAYANbHbIE NpeanpuHUMaTeny n pusndeckue nuua.

2. Hactoswasa WMHCTpyKUuA He pernameHTMpyeT nopsaka opraHusauum u obecnedeHuss BesonacHOCTU
XpaHeHusi, obpaboTkM M nepefadn no KaHanam cBA3M C  ucnonb3oBaHnem CK3W  koHduaeHunansHom
WHopmaumm B yupexaeHuax Poccuickon ®egepauum 3a rpaHULEn.

Il. OpraHusauus n obecnedyeHne 6es3onacHOCTU
XpaHeHus, obpaboTkn 1 nepegayn No KaHanam CBs3n
¢ ucnons3soBaHnem CK3W koHdpuaeHUmansHoM nHpopmaumnm

3. besonacHoCTb XxpaHeHus, obpaboTkum M nepefadm MO KaHanam cBA3M € ucnonb3oBaHvem CK3U
KOHMAeHUMansHon MHopMaLmMn B CeTAX KOHMAeHUManoHoW cBA3W <*> opraHusyloT u obecneuvvsaioT
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onepaTopbl KOHPUAEHUNAMNBHOW CBA3N <**>.

<*> CeTun KOHMAEHLNANsHON CBA3N - CETU CBA3W, NpeAHa3HavYeHHble AN nepeaayvm KoHpuaeHLnansHon
WHopMaLnK.

<**> OnepaTtopbl KOHUAEHUNANbLHOMW CBA3W - ONepaTopbl CBA3WM, NPeaoCTaBnfAlLLME Ha OCHOBaHMU
nuuensnn GATCU yenyrn koHbmaeHUmManbHoM cBs3un ¢ ncnonb3osaHvem CK3U.

BesonacHocTb xpaHeHus n 06paboTkn ¢ ucnonb3oBaHnem CK3W  koHdmaeHunansHOW WHMOopmaumu,
nepefaBaeMon BHe ceTen KOHUAEeHUManbHOW CBSA3WM, OpraHumsyloT u obecnevvBalT nuua, umelolme
nuuensuto GAINCU <*>,

<*> Onepatopbl KOHPUAEHUMANbLHOM CBA3M M nuua, nmewwme nuueHsnio OGAMNCU n He saBngowmecs
onepaTopamMmu KoHuaeHLansHon ceasn, B HacToswen NHCTpyKuMn nmeHytotes - nuueHsmatel PAMCU.

JInua, okasbiBaoLWme BO3Me3HbIe YCNYrn MO opraHusaumn n obecneveHnio 6e30MacHOCTN XPaHEeHUs U
obpaboTtkn ¢ wucnonb3oBaHnem CK3W koHdbugeHuMansHOM wHMOpPMaUMK, nepegaBaeMon BHe ceTen
KOH(bMAEHLMANbHOWN CBA3M, AOMKHbI UMeTb nuueHsnto ANCU Ha oesaTenbHOCTb NO NpeaoCTaBrneHno yenyr B
obnacTtu wudpoBaHusa MHpopmauun.

4. BbesonacHoCTb xpaHeHusi, obpaboTkn M nepegayn No kaHanam cBA3M C  ucnonb3oBaHvem CK3U
KOH(bMaeHLmanbHon nHcopmaumu, obnagarenu kotopon He umetoT nuueHsun PAMNCH, nuueHsmatsl GATCH
OpraHM3yloT 1 obecneymsatoT NMBO NO yKka3aHUIO BbILLECTOSALLEN opraHn3auumn, Nnbo Ha OCHOBaHWWM [OroBOPOB
Ha oKasaHue ycnyr no Kpuntorpaduyeckon 3awmte KoHUAEHLMansHon nHopMaLuun.

5. Nlnuensnatbl PANCU HecyT OTBETCTBEHHOCTbL 3@ COOTBETCTBME MNPOBOAWMBLIX UMW MEpOMnpuUATUA NO
opraHmsaumm n obecnevyeHno Ge3onacHOCTU XpaHeHusi, 06paboTkm M nepefayn MO KaHanam CBsA3UM C
ucnone3osaHneMm CK3WM koHdugeHumMansHoOn WHPOPMALUMM NULEH3UOHHBIM TpeboBaHWSAM U YCrOBUSM,
3KCnnyaTaumoHHOM 1 TexHu4eckon gokymeHTtaumm Kk CK3W, a Takke nonoxeHunsim Hactoswen MHCTpykumm.

Mpn atom nuueHsnatel PANCU pomxkHbel obecneynmBaTb KOMMMEKCHOCTb 3allnTbl KOH(MAEHLMaNbHON
WHopMaLMK, B TOM YMCHEe NOCPEACTBOM NPUMEHEHUS HEKPUNTOrpaduyecKkux CpeacTs 3allnThI.

6. na paspaboTkn ¥ OCyLeCTBNEHUs MeponpuaTUiA No opraHusauum n obecneveHuno BesonacHoCcTH
XpaHeHus, obpaboTkm n nepedaymn ¢ ucnonb3oBaHuem CK3W koHuaeHUmanbHOW WHOpMauUM nuueHsmaTt
DATCU cosgaeT OAMH UNM HECKONbKO OPpraHoB KpunTorpadmyeckonm 3awutbl <*>, 0 4YemM MUCbMEHHO
ysegomnseTt GAINCH.

<*> OpraHom Kpuntorpacu4eckon 3almTbl MOXeT OblTb opraHusauus, CTPYKTypHOe mnoapasaeneHue
opraHmsaumm - nuueHsnata OAMNCU, obnapatensa koHduaeHumanbHon uHdopMauuun. DyHKUUKW opraHa
KpunTorpaduyeckon 3awmTbl MOryT BbITb BO3NOXEHbLI Ha hn3nyeckoe nuuo.

[JonyckaeTcs Bo3noxeHne OyHKUMIN opraHa Kpuntorpaduyeckon 3alimTbl Ha crneuuanbHoe CTPYKTYpHoe
nogpasgenexHue no sawmTe rocygapCTBEHHON TalHbl, UCMNOMb3ytoLlee AN 3Toro WudgposBanbHble cpeacTaa.

KonuyecTtBo opraHoB KpynTorpanyeckon 3aLmTbl U UX YACNIEHHOCTb YCTaHaBnueaeT nuueHsnaTt AIMCU.

7. OpraH kpuntorpadunyeckon 3aLnTbl OCYLLIECTBNSAET:

NpoBepKy roTOBHOCTM obnagatenen KoHdUOeHUMansHOW  MHGOPMauMM K CaMOCTOSATENbHOMY
ucnonbs3osaHnio CK3W n coctaBneHne 3akmoyeHnn o BO3MOXHOCTM akcnnyaTtaumm CK3U (c ykasaHuem Tvna u
HomepoB ncnonb3yemblix CK3W, HomepoB annapaTtHbIX, MPOrpaMMHLIX U annapaTHO - MPOrpaMMHbLIX CPeacTs,
roe yctaHoBneHbl Unu kK KotopbiM nogkntodeHsl CK3W, ¢ ykasaHnem Takke HOMepoB nevaten (nnombupos),
KOTOpbIMU onevaTtaHbl (onnoMbupoBaHbl) TexHu4eckne cpeactsa, Bkmodas CK3W, u pesynbtatoB npoBepku
dyHKUMOoHNpoBaHusa CK3W);

pa3paboTky MmeponpuaTuin No obecneyeHnto PyHKLUMOHMPoBaHMs U 6esonacHocTu npumeHsemblx CK3U B
COOTBETCTBUM C YCNOBUAMMN BblAAHHbIX Ha HUX CEPTUMUKATOB, a Takke B COOTBETCTBUM C SKCNyaTaUMOHHON U
TEXHUYECKOW AOKYyMEHTaumen K 3TumM cpeacream;

oby4yeHune nuu, ncnoneaytowmnx CK3W, npasmunam paboTbl ¢ HAMK;

NO3K3eMNNSApHbIN yyeT ucnonbdyembix CK3W, akcnnyaTtaumoHHON Y TEXHNYECKOW AOKYMEHTaUUN K HAM;

ydyeT obcnyxuBaemblx obnapgaTtenen KoHduAeHUManbHON MHOpMauMK, a Takke @U3NYECKMX nuu,
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HernocpeacTBEHHO AonyLleHHbIX kK paboTte ¢ CK3UN <*>;

<*> dunsmyeckne nuua, HeMnOCpPeacTBEHHO AonylleHHble Kk pabote ¢ CK3W, B Hactoswen WHCTpyKuum
UMeHytoTcs - nons3osatenu CK3N.

nogavy 3assok B PAMNCU wnu nuueHsmaty, umetowemy nuueHsmio PAMCU Ha pgestenbHocTb no
W3roTOBMEHUIO KNOYEBLIX OKYyMeHToB <*> ana CK3W, Ha nsrotoBneHmne KnoyeBblX JOKYMEHTOB UMM UCXOLHON
Kno4eBon WHgopmaumn. MsrotoBneHne nM3 MCXOOHOM KMHOYEBOW WH(OPMALUWM KrOYEeBbIX OOKYMEHTOB, WX
pacnpeferneHue, paccbifnky U yJeT;

<*> B HacToswen VHCTpyKUMM MCNOoNb3yoTCA cneytowme NoHATUSA 1 ONpeaeneHns:

- KpunTtorpadmyecknin Knod (KPUNTOKMOY) - COBOKYMHOCTb AaHHbIX, obecneuvBatollasi BbIGOp OAHOro
KOHKPETHOro KpunTorpadguyeckoro npeobpasoBaHus U3 Yncna BCEX BO3MOXHbIX B AaHHOW KpunTorpaduyeckomn
cucTeme;

- KnoveBas uHdopmaums - cneumanbHbiM  0Bpa3oM OpraHM3oBaHHasi COBOKYMHOCTb  KPUMTOKMIOYER,
npeaHasHayeHHas Ans OoCyLeCTBeHNs Kpuntorpaduyeckon 3awmtbl MHPOPMaLMK B TEYEHNE ONpeaeneHHoro
CpoKa;

- ncxogHas Knw4yesBas MHGOpPMaUMSA - COBOKYMHOCTb AaHHbIX, NpefHasHadYeHHbIX Ans BblpaboTkn no
onpeaerneHHbIM NpaBunnam KpunToKmoyen;

- KIIOYEBOW AOKYMEHT - (PDU3NYECKUN HOCUTENb OMNPEAEerieHHON CTPYKTYpbl, COAEpXalluin KIHo4eBYIO
WMHopMaLMo (MCXOOHYIO KIHOYEBYD MHGOPMALMIO), a NpyU HEOBXOAMMOCTU - KOHTPOSbHYI, CRyXebHyo U
TEXHOMNOMMYECKy0 MHopMaLuio;

- KIHOYEBOW HOCUTEMb - (PU3NYECKUA HOCUTENb OMNpPeferieHHON CTPYKTYpbl, MNpeAHasHayeHHbln Ans
pasMeLleHnUs Ha HeM KrodeBon MHopmMauum (MCXOOHOW KhyeBoW MHopmauuu). PasnuyaloT pasosbin
KnoyeBon Hocutenb (Tabnuua, nepdoneHTa, nepdokapTa U T.M.) U KIHOYEBOW HOCUTEMb MHOroKpaTHOro
1cnonb3oBaHnsa (MarHUTHas neHTa, guckeTa, komnakr - anck, Data Key, Smart Card, Touch Memory u 1.1.);

- KoYeBoW OMOKHOT - Habop ByMadkHbIX KIHYeBbIX AOKYMEHTOB OAHOro Buaa (Tabnuvu, nepdoneHT,
nepdokapT 1 T.M.), COPOLLIOPOBAHHbLIX U YNAKOBAHHbLIX MO YCTAHOBNEHHLIM MpaBuiam.

KOHTpOmnb 3a cobnogeHnem ycrosuir ucnonb3oBaHus CK3W, ycTaHOBMEHHbIX 3JKCMMyaTaumoHHOW U
TexHunyeckon nokymeHTaumnen k CK3W, ceptudpmkatom GANCU n HacToswen NHCTpykumnen;

paccriegoBaHve U COCTaBIEHWE 3aKMoYeHUn Mo hakTam HapylieHus ycrnosui ucnonb3oBaHus CK3W,
KOTOpble MOTYT MPUBECTU K CHMKEHUIO YPOBHSA 3alUMTbl KOH(MAeHUmanbHOM WHdopmaumu; paspaboTky Wu
NPUHATME Mep MO NPeAoTBPALLEHNIO BO3MOXHbIX OMAaCHbIX NOCNeACTBUA NOAOOHLIX HapyLUEeHWUN;

pa3paboTky Cxembl opraHmsauun Kpuntorpaduyeckon 3alimTbl KoHdUuAeHUManbsHon uHdopMmaummn (c
yKa3aHMeM HavMeHOBaHUSA N pa3MeLLLEHUS HKECTOSALMNX OPraHoB KpUMNTOrpathnyeckon 3alUmThbl, ecrnn TakoBble
umetotcs, obnagarenen koHdugeHUMansHON MHOPMaLMKU, PEeKBM3UTOB JOroBOPOB Ha OKasaHWe ycnyr no
KpunTorpaduyeckon 3awmute koHdugeHuMansHon nHpopmaumm, a Takke C ykasaHuem TUMOB MPUMEHSEMbIX
CK3W u knioyeBbIX 4OKYMEHTOB K HUM, BUAOB 3aLimiaemMon nHdopmaLumm, ncnonb3yemblx coemectHo ¢ CK3A
TEXHUYECKUX CPEeACTB CBS3WU, MPUKMaAHOrO M OBLEeCUCTEMHOro MporpaMMHOro obecrneyeHuss U cpencTs
BbIYUCMNUTENBHON TEXHUKN). YKa3aHHy0 cxemy yTeepxaaeT nuueHsnat GAINCH.

8. Obnagatenu kKoHduAeHUManNbLHON WHAMOPMALMK, €CNU OHU MPUHANW pelleHne O HeobxoaMMOoCTU
Kpuntorpadpmyeckon 3awWmTbl TakoM WHPOPMaUMM WM ecnu  pelleHne O  HeobxogumocTn  ee
KpunTorpaduyeckon 3awmtbl B cooTBeTCTBMU C [NonoxeHnem MK3-99 npuHATO rocyaapCTBEHHLIMW OpraHamu
WUNU rocyaapCTBEHHbIMU OpraHu3aumsamMu, o6s3aHbl BbINOMHATL  yKasaHWs COOTBETCTBYIOLUMX  OpraHoB
KpunTorpadumyeckon sawmtbl MO BCEM BOMpocaM opraHu3aumm n obecrnedeHus 6e3onacHOCTU XpaHeHwus,
06paboTkn 1 Nnepefaydm No kaHanam cBsA3u ¢ ucnons3sosaHnem CK3W koHdpraeHUManbHOM MHpopmaunn.

9. [insa opraHmnsauun B3anMoZencTBUs obnagatenen KoHdmaeHuuansHon uHdopMauun, 6esonacHocTb
XpaHeHusi, obpaboTkM M nepegayvm No kaHanam CBA3WM KOTOpon ¢ ucnonb3oBaHvem CK3W opraHusyloT wu
obecneunBaloT pasnuuHble nuueHanatel GAMNCKU, n3 cosgaHHbIX aTuMn nuueHsmatamu PAIMCU  opraHos
KpunTorpaduyeckon 3awmTbl BbIAENSAETCH KOOPAVHUPYIOLMI OpraH KpunTorpaduyeckon sawmTel. Bce opraHbl
KpunTorpaduyeckon 3awuTtbl, 06pasoBaHHble 3TUMKU nuueHsnatamm PAMNCU, o0b653aHbl BbINONHATL yKa3aHus
KOOPOUHMPYIOLLEro opraHa Kpuntorpaduyeckon 3alumTbl No obecnevyeHnto Takoro B3anmMoaencTBms.
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10. UHCTpyKumK, pernameHTupytoue npoLeccsl NogrotoBku, BBoga, 0bpaboTkun, xpaHeHWs u nepegayu
3awmuwaemon ¢ ucnons3oBaHnem CK3W koHdwmaeHUmMansHON MHGOpMauMK, OOIMKHbI COrnacoBbiBaTbCs C
nuueHsnatom PAIMCU. Takme MHCTPYKUMM NOArOTaBNMBAIOTCS COrMAcHO 9KCMMyaTauuoHHOM M TEXHUYECKOW
OOKYMEHTauMM Ha COOTBETCTBYIOLLME CETM CBSA3W, aBTOMAaTM3UPOBaHHbIE U MHAOPMALMOHHbIE CUCTEMBI, B
KOTOpbIX nepepaetcd, obpabaTbiBaeTcs WNW XpaHWUTCS KOHMAeHUManbHas WHpopMauusa, C  Yy4eToMm
ucnonb3dyemblx CK3W n nonoxeHun Hactoswen MHCTpyKumu.

11. Nuuensmnatel PAMNCKN c ydyeTom ocoBGeHHOCTeN CBOer [eATeNnbHOCTM MOryT paspabaTbiBaTb
MeToaMYecKMe pekoMeHZauMnm Mo MNpUMEHeHUo Hactoswen WHCTpykumu, He npoTuBopedvaline ee
TpeboBaHuAM.

12. Kntovesble gokymeHThl Ang CK3W unn ncxogHas knoyesas nHdopMaumsa Ana BbIpaboTkM KNioYeBbIX
AokyMeHToB usrotasnusatotcsa PAINCU Ha JoroBopHOM OCHOBE M nNuuaMmu, umMerwmMu nuueHsuio GAIMNCU
Ha AeAaTenbHOCTb MO M3rOTOBMEHUIO KItoYeBbIX A0KyMeHTOB Ansg CK3U.

N3roToBnaTh KtoveBble JOKYMEHTbI U3 UCXOOQHOW KIHOYEeBOW MHbopMaLmMy MOTyT KOOPOUHUPYIOLWNA OpraH
KpunTorpaduyeckon 3awmTbl (MPU €ro Hann4uKn), opraHbl KPUNTOrpadPnUYEecKon 3almTbl UNM HEeNoCpeaCcTBEHHO
obnagatenu KoHduaeHUnansHon uHdopmMauun, npumeHsas wraTHele CK3W, ecnu Takas BO3MOXHOCTb
npeaycMoTpeHa 3KCnnyaTaunoHHON U TEXHUYECKON JokyMeHTauunen k CK3N.

13. K BbINonHeHno 06s3aHHOCTEN COTPYOHWKOB OpraHoB Kpuntorpaduy4eckon 3almTbl nuueH3natamu
OATCU ponyckaloTcs nuvua, uMmetowmne Heobxooumbld YpoBEHb KBanudukauum ans obecneyeHus 3awuThbl
KOHMAeHUMansHon nHdopMaLmumn ¢ NCnornb3oBaHMeM KOHKpeTHoro Buaa (tuna) CK3W.

14. Jlnu, odopmnsembix Ha paboTy B opraHbl Kpuntorpaduyeckon 3almTbl, cnegyet O03HakOMUTb C
HacTosLwwen VIHCTpyKumnen noa pacnucky.

15. Ob6sAsaHHOCTW, BO3naraeMble Ha COTPYOHWKOB oOpraHa Kpuntorpaduyeckond  3awimTbl, MOryT
BbIMOMHATLCA  LWUTATHLIMWU  COTPYAHUKAMM  UNW  COTPYOHWKaMU  ApYrMX CTPYKTYPHbIX MoApasfeneHui,
npuBnekaemMbIMy K Tako paboTe no COBMECTUTENLCTBY.

16. lNpu onpegeneHun obsasaHHOCTEN COTPYAHUKOB OPraHoB KpunTorpaduyeckon 3awuTbl NMueHsnaThbl
DATCU pgomkHbl yunTbiBaTh, YTO 6e30nMacHOCTb XpaHeHusi, obpaboTkM U nepedayn no KaHamam CBS3W C
ucnone3obaHneMm CK3W koHpunaeHumnanbHon nHdopmaumm obecneynsaeTcs:

cobrntogeHnemM CoTpyaHUKaMm opraHoB KpUnTorpaduyeckon 3auTbl pexmMma KoHMUAeHUMansHoCTn npu
obpalleHnn Co CBedeHUAMW, KOTOpble UM JOBEpeHbl UMW cTanu M3BECTHbl Mo paboTe, B TOM 4ucne co
cBefeHusaMU o pyHKUMOHMPOBaHUK 1 nopsake obecneveHns 6esonacHocTn npumeHseMbix CK3U 1 knroveBbix
OOKYMEHTaXx K HUM;

TOYHbIM BbINOMTHEHNEM COTPYAHUKaMM OpraHoB KpunTorpaguyeckon sawutel TpeboBaHUn K obecneyeHuto
©6e3onacHoCTU KoHUAEHUMANbLHOM MHopMaLuu;

HadeXHbIM XpaHeHNeM CoTpyAHMKaMu OpraHoB kpuntorpaduyeckon sawmtsl CK3W, akcnnyaTtaumoHHon wu
TEXHUYECKOWN AOKYMEHTaLMN K HUM, KIoYeBbIX AOKYMEHTOB, HOCUTeNen KoHduaeHumansHon nHopmaumu;

CBOEBPEMEHHbLIM  BbISIBIEHUEM COTPYOHVWKaMW OpraHoB KpunTorpaduyeckord  3awimTbl  MOMbITOK
NMOCTOPOHHMWX NNL, NOMYYUTb CBEAEHUS O 3alLMLLaeMON KOHMAeHUnanbHOM WHpopmaumum, o6 MCnonb3yeMbix
CK3W unu kntoveBbIX JOKYMEHTaX K HUM;

HEMeANeHHbIM  MPUHATUEM  COTPYOHUMKAMW  OpraHoB  Kpuntorpaduyeckon  3awmTel  Mep Mo
npeaynpexaeHuio pasrnaweHns 3alumaeMblX CBedeHUWN KOHUAEHUManbHOro Xxapakrepa, a Takke
BO3MOXHOW YTEYKU TakuxX CBEAEHUN Mpu BbiBreHWUM dakToB yTpatbl unu Hepoctaum CK3W, knoyeBbIx
OOKYMEHTOB K HUM, YAOCTOBEPEHWIA, NPOMNYCKOB, KIMOYen OT NOMELLEHNIA, XpaHnnuL, cendoB (MeTannamyeckmx
LwKadoB), NUYHLIX NevaTen 1 T.0.

17. OBbyyeHne w nMoBblWEHNE KBanUUKaLUM COTPYAHMKOB OPraHoB KpunTorpaduyeckon 3awuThbl
OCYLLECTBMAIOT OpraHv3aumy, umelowme nuueHsnilo Ha BefdeHve obpasoBaTenbHOW AeATENbHOCTM Mo
COOTBETCTBYIOLLUM NporpaMmmam.

18. CoTpyAHUKM opraHa Kpuntorpadunyeckon 3amTbl JOMMKHbI UMETb pa3paboTaHHble B COOTBETCTBUM C
HacTosien NHeTpykumen n yTeepxxaeHHble nuueHsnatom GAIMNCU dyHKuMoHaneHble ob6a3aHHOCTU. O6beM U
nopsigoK O3HaKoOMMEHUs1 COTPYAHUKOB OpraHoB KpunTorpaduyeckon 3awmutbl € KOHUOEHUManbHON
WHopmaumen onpegensetca obnagarenem KOHpUAeHUMaNbHOW MHOPMaLNK.

OBsazaHHOCTU Mexady COTPyOHWKaMU opraHa Kpuntorpadunyeckon 3awmntbl 4OMMKHBI BbITh pacnpeaeneHsl ¢
y4eTOM NepcoHarnbHON OTBETCTBEHHOCTU 3a coxpaHHoCTb CK3W, krodyeBo OOKYMeHTauuMm U OOKYMEHTOB, a
Takke 3a NOPYyYEHHbIE y4acTkn paboTbl.
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19. dusmyeckne nuua gonyckawTtcs k pabote ¢ CK3WM cormacHo nepevHio nonb3oBatenen CK3U,
yTBEpXAaeMoMy COOTBETCTBYOLUM obnagarenem KoHduaeHUumansHon nicopmaumu. [lo Takoro yTeepxaeHunsi
TexHu4eckast BO3MOXHOCTb ucnons3oBaHusa CK3W nuuamu, BKNIOYEHHLIMW B AaHHbLIN NepedeHb, AOoMmKHa ObITb
cornacoBaHa ¢ nuueHsnatom GAICU.

JinuensmaTtel PATICU B pamkax cornacoBaHHbIX C obragatensamMu KoHduaeHuuansHon MHopMaumu
NMOMHOMOYMI NO AOCTYNY K KOHPUAEHUMANbHOW MHOpMauum MMET NpaBoO YTBepxAdaTb TakoW nepedYeHb B
OTHOLUEHWU NOAYNHEHHBIX UM OOSMKHOCTHBIX NNLL.

20. Nonbsosatenu CK3WN obs3aHb!:

He pasrnawaTtb KOHUAeHUManbHy MHPOPMAaLMIO, K KOTOPON OHM OOMNYLLEHbl, PyGexn ee 3almTbl, B TOM
yncne cBefeHNs O KPUMTOKIYaXx;

cobnopate TpeboBaHua K obecnedyeHuto 6e30NMacHOCTM  KOHMAEHUMansHOW UHgopMauum  ©
ncnonb3oBaHnem CK3U;

coobLwaTb B opraH kpyntorpadmyeckon 3almTbl O CTaBLUNX UM U3BECTHBIMM NOMbITKAX MNOCTOPOHHWX Nnu
nony4nTb ceegeHns 06 ncnonbdyembix CK3U nnu knioveBbiX JOKYMEHTaX K HUM;

caatb CK3W, akcnnyaTauMOHHYIO U TEXHUYECKYID [OKYMEHTauMio K HUM, KMYeBble [OKYMEHTbl B
COOTBETCTBUM C MOPSAKOM, YCTAHOBIEHHbLIM HAcTOsALWeN VIHCTpYKUUEN, NPWU YBONbHEHUN UMW OTCTPaAHEHUN OT
UcnonHeHnss 06a3aHHOCTEN, CBA3aHHbIX C ncnonb3oBaHvem CK3WU;

HeMeaneHHo yBeAOMMATbL opraH Kpuntorpaduyeckon 3awmtbl 0 aktax ytpatbel unu Hegoctaum CK3WU,
KMOYEBBLIX JOKYMEHTOB K HUM, KMNOYen OT MOMELLEHWN, XpaHWnuL, NWYHbIX nedaTerd M o Apyrux dakrax,
KOTOpble MOTYT MPUBECTU K pasrialleHunio 3aluLiaemMbIx CBEAeHU KOHUAEHUManLHOro xapakrepa, a Takke o
NpUYMHaXxX U YCroBUSX BO3MOXHOW YTEYKN TakUX CBEAEHUN.

21. HenocpepacteeHHo k pabote ¢ CK3W nonb3oBatenu [oMnyckalTcs TOMbKO MOCe COOTBETCTBYIOLLErO
obyueHus.

O6yyeHue nonb3osaTtenen npasunam pabotel ¢ CK3M ocylecTBNsAOT COTPYAHUKN COOTBETCTBYIOLLErO
opraHa kpuntorpadudeckon sawmtbl. [JOKyMEHTOM, MOATBEPXKOAIOWMM AOIDKHYIO CrneuManbHylo noaroToBKy
nonb3oBaTenen U BO3MOXHOCTb WX Aonycka K camoctosTenbHon pabote ¢ CK3WU, asnsetca 3saknioyeHue,
COCTaBNeHHOEe KOMUCCHEN COOTBETCTBYIOLLIErO OpraHa KpunTorpaguyeckon 3almutbl Ha OCHOBaHWW MPUHATBLIX
OT 9TUX NWL, 3a4€TOB NO NporpaMmmMme oby4eHus.

. Nopsgok obpawenna ¢ CK3U n kpuntoknoyamm K HAM.
MeponpuaTns npy KOMApoMeTaumm KpUnToknioven <*>

<*> [log komnpomeTaumen KPUNTOKMYen B HacTosAwen WHCTpyKUMM NOHMMaeTCa XullleHue, yTpaTta,
pasrnalleHue, HeCaHKUMOHMPOBAHHOE KOMMPOBaHWE W Apyrue MpOoUCLLECTBUSA, B pe3ynbTaTe KOTOPbIX
KPUMNTOKNIOYM MOTYT CTaTb AOCTYMHbIMWU HECAHKLMOHUPOBAHHBLIM fnLiaM U (Mnu) npoLeccam.

22. lNpepHasHaveHHble Ana obecneveHns 6e3o0nacHOCTU XpaHeHus, 06paboTkm 1 nepegayn no kaHanam
€BA3U KoHPUaeHunansHon nHcopmauumn CK3W, a Takke knioveBble JOKYMEHTbI K HUM He OOSMKHbI coaepkaTb
CBeZleHMI, COCTaBISAIOLLNX FOCYAapCTBEHHYIO TanHy.

23. B denepanbHbiX OpraHax MCMOMHUTENbHOW BRacTu knwoyeBble AokyMeHTbl, CK3W ¢ BBeaeHHbIMU
KPUMNTOKNIOYaMN OTHOCATCS K MaTrepuanbHbiM — HOCUTENsIM, coepXXawmm  crnyxebHyro nHdopmauuto
OrpaHUYEeHHOro pacnpocTpaHeHus. MNpu 3TOM AOMKHbI BbINOMHATLCA TpeboBaHua Hactoswen WHCTpykumMm u
WHbIX JOKYMEHTOB, pernaMmeHTMpyoLLmMxX nopsagok obpalleHus co cnyxebHon WHgopmaumen orpaHUYeHHOro
pacnpocTpaHeHusi B peeparnbHbIX opraHax UCMONHUTENBHOW BNACTW.

MHbIM obnapgaTensMm koHduaeHuMansHon MHopMaumn npu obpalleHun C KMYeBbIMU AOKYMEHTaMMu,
CK3W ¢ BBeAeHHbIMM KpMNTOKNIOYaMn HEOBXOAMMO PYKOBOACTBOBATLCH HacTosLWeN VIHCTpyKUnen.

24. Ins opraHnsaumm n obecnedeHns 6e30nacHOCTN XpaHeHusi, 06paboTkM 1 Nepeaaym no KaHanam cBsa3u
KOH(bMaeHLmanbHoM nHdopMaumm cnegyet wucnonb3oBaTb CK3W, nossongwowime peanu3oBaTb MNPUHLMN
aboHeHTCKOoro LWngpoBaHua 1 npegycmaTpmBaloline 3anucb KPUMTOKNIOYEN Ha SNEKTPOHHbIE  KrouyeBble
HOCWUTENM MHOFOKPAaTHOro (4ONTOBPEMEHHOI0) NCMONb30BaHUA (AUCKeTbl, koMnakT - aguckn (CD - ROM), Data
Key, Smart Card, Touch Memory u 1.n.).

25. MNpn HeobxoaumocTM nepefavM Mo TEeXHUYECKMM CcpeacTtBam CBA3W  CryXebHbiXx CcoobLueHuH,
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KacaroLmxcsa opraHusaumm n obecnedyeHns 6e30nacHOCTU XpaHeHnsi, 06paboTkM U nepegayn no KkaHanam CBS3u
¢ ucnonb3oBaHnem CK3W koHuaeHUmanbHOW WHOPMaUnUM, COOTBETCTBYIOLUME YKaszaHUs Heobxoanmo
nepepasatb, Tonbko npumeHss CK3W. lNepepada no TeXHWYECKMM CpeactBaM CBSA3M  KPUMTOKIOYEN He
OOMnyCcKaeTCs, 3a UCKITIOYEHNEM CreLanbHO OpraHU3oBaHHbIX CUCTEM C AeLUeHTpann3oBaHHbIM CHabXeHneM
KpUNTOKIIO4aMMu.

26. WNcnonbsyemble unu xpaHumble CK3W, akcnnyaTauuoHHas M TexXHUYeckas OOKYMEHTauus K HUM,
KrntoYeBble JOKYMEHTbI NoAanexaT MO3K3eMMNMAsSpHOMY Y4eTy Mo YCTaHOBMEHHbIM hopMaM B COOTBETCTBMMU C
TpeboBaHNsMM MonoxeHus MK3-99. MNpn atoM nporpammHble CK3W gosmkHbl y4UTbIBATbCA COBMECTHO C
annapaTHbIMU CPeacTBaMu, C KOTOPbIMU OCYLLECTBIAETCS UX WTaTHOoe pyHKUunoHmMpoBaHue. Ecnv annapatHble
unu annapaTtHo - nporpamMHble CK3M nogkmoyalTcs K CUCTEMHOW LUMHE WU K OAHOMY W3 BHYTPEHHUX
UHTEepdencoB annapaTHblX cpeacTs, To Takme CK3W yunTbiBaloTCA Takke COBMECTHO C COOTBETCTBYHOLLMMM
annapaTHbIMW CpeacTBaMM.

EovHMuen nosk3eMnnsipHOro ydyeTa KMIOYEBbIX [JOKYMEHTOB  CUYMTAETCH  KIMYEeBOW  HOCUTENb
MHOFOKPaTHOro UCMONb30BaHUS, Kno4eBon BrokHOT. Ecnu oanH U TOT Xe KIoYeBOW HOCUTENb MHOIOKPAaTHO
NCNOoMb3ylT ANs 3anvMcy KPUNTOKITIOYEN, TO ero Kaxabli pas cnegyeT peructTpuposaTth OTAENbHO.

KypHanbl noaksemnnsapHoro yyeta CK3W, akcnnyaTauMOHHONW M TEXHUYECKOW AOKYMEHTauum K HUM,
KMYeBbIX OOKYMEHTOB (MpunoxeHus 1, 2 kK VIHCTpykuun) BeayT opraHbl Kpuntorpaduyeckon 3awutbl U
obnagatenu KoHdUaeHLansHon nHdopmMaLun.

27. Bce nonydeHHble obnagatenem KoHuAaeHumanbHoW  MHdopmauum  ak3emnnspsl  CK3WU,
3KCnIyaTauMOHHOW U TEXHNYECKOW JOKYMEHTaLUN K HUM, KIMOYEBbIX JOKYMEHTOB AOMKHbI ObiTb BblAaHbl MOA
pacnucky B COOTBETCTBYIOLEM XypHarne mnoak3eMnnspHoro yyeta nonb3osBatensam CK3W, Hecywum
nepcoHarnbHY0 OTBETCTBEHHOCTb 3a UX COXPAHHOCTb.

OpraHbl kpunTorpaduryeckon 3aluTbl 3aBoAAT U BeAyT Ha Kaxaoro nons3osatens CK3W nuueson cyet, B
KOTOPOM perucTpmpyroT ymcnswmecs 3a HuM CK3W, akcnnyaTaumoHHYI0 M TEXHUYECKYHO OKYMEHTAUMIO K HUM,
KrntoYeBble JOKYMEHThI.

28. Ecnu akcnnyatauMoHHOM M TexHudeckon AokymeHTaumen k CK3W npegyCcMOTpeHO mnpuMeHeHue
pasoBbIX KMIOYEBbLIX HOCUTENEN WM KPUMNTOKMIOMM BBOASAT W XpaHAT (Ha BeCb CPOK WX OeNCTBUS)
HenocpeactseHHo B CKB3W, TO Takom pasoBbii  KMAKYEBOW HOCUTENb WMAM  3MNEKTPOHHAsa  3anucb
COOTBETCTBYIOLLErO KPUNTOKMIOYa [OMKHbI PEermcTpupoBaTbCsl B TEXHWYECKOM (annapaTHOM) XypHane
(npunoxenue 3 k UHCTpykumn), Begywemcss HenocpeacTseHHO nonb3oBaTenem CK3W. B TexHudeckom
(annapaTHOM) XypHane oTpaxalT Takke pfaHHble 06 oakcnnyatauum CK3UWM u  gpyrve ceBegeHus,
NpeayCMOTPEHHblEe 9KCMMyaTauuoHHON U TeXHWYecKOM [OOKyMeHTaumen. B MHbIX criyyasx TexXHUYecKum
(annapatHbin) kypHan Ha CK3W He 3aBogutca (ecnn HeET nNpsAMbIX yKasaHUA O ero BedeHuM B
3KCnyaTauMoOHHOW MIn TeXHUYeckon AokyMmeHTaumm k CK3N).

29. Nepepaya CK3W, akcnnyaTaunMoHHON N TEXHNUYECKOW AOKYMEHTauUM K HWUM, KIHOYeBbIX AOKYMEHTOB
ponyckaetcst Tonbko Mexay nonb3osaTtensMmu CK3WM u (unu) coTpygHukamm opraHa Kpuntorpaduydeckom
3alimMTbl Nog Pacnucky B COOTBETCTBYIOLMX XypHanax Mo3K3eMnisipHoro yyeta. Takas nepegada mexagy
nonb3osatensmm CK3W pgomxHa 6bITb CaHKUMOHMPOBaHA COOTBETCTBYIOLWMM OPraHoM KpunTorpaguyeckon
3aLUmThI.

ObnapaTenb KoHMUAEHLMaNsHON NHAOPMaLMKU C cornacus opraHa Kpuntorpaguyeckon 3awuTbl MOXeT
paspeLwwmnTb nepenady CK3U, gokymeHTaumm K HUM, KNIOYEBLIX OOKYMEHTOB Mexay gonyweHHsiMn k CK3U
nvuamm no aktam 6e3 oba3aTernbHON OTMETKN B XKypHane noak3eMnispHoro yyera.

30. Monbsosatenu CK3W xpaHaT nHctannupytowme CK3M HocuTenwn, skcnnyaTauMoOHHYI0O Y TEXHUYECKYHO
AokyMeHTaumio kK CK3W, knodeBble [OKYMEHTbI B WKadax (AwWwmkax, XpaHunuwax) WHAMBUOYarbHOro
Nonb30BaHNs B YCNOBUSAX, UCKMOYAOWNX BECKOHTPOMbHBIN AOCTYN K HWM, a Takke WX HenpegHaMepeHHoe
YHUUTOXEHNE.

Monb3oBatenu CK3W npeaoycmatpuBaloT Takke pasgernbHoe 6e3onacHoe XpaHeHue AEeWCTBYIOLLMX W
pe3epBHbIX KMOYEBbIX [OOKYMEHTOB, MpedHasHayeHHblX AnS MpUMEHeHUMs B Criyyae KoMrpomeTauuu
OEeNCTBYIOLLMX KPUMTOKIHOYEN.

31. AnnapaTHble cpeacTsa, C KOTOPbIMU OCYLLECTBNAETCS WTaTHoe dyHKUuMoHupoBaHue CK3W, a Takxke
annapaTtHble 1 annapaTtHo - nporpammMHble CK3W pgomxHbl 66T 060pyaoBaHbl cpeacTBaMu KOHTPOMsS 3a UX
BCKpbITUEM (onedyaTaHbl, onnombupoBaHbl). MecTo onevaTbiBaHus (onnombuposaHusa) CK3W, annapaTtHbIx
CpPeAcTB AOMKHO BbITb TaknM, YTobbl ero MOXHO BbIN0 BU3yanbHO KOHTPONMPOBATh. [pu HaNnMYMM TEXHNYECKON
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BO3MOXHOCTU Ha BpeMsi OTCYTCTBMSA nonb3osatenet CK8U ykasaHHble cpeactBa HeobOXoaAMMO OTKMYaTb OT
NUHUK CBA3U N yOMpaTb B orneYaTbiBaeMble XpaHUNuLLa.

32. CK3W u kntodeBble JOKYMEHTbI MOTYT AOCTaBMATLCA Penbaberepckon (B TOM Yncne BeJOMCTBEHHON)
CBSA3bIO UMK CO CneumnansHO BblAeNEHHbIMU HApPOYHbIMKM U3 YMcna COTPYAHUKOB OpraHa Kpuntorpaduyeckon
3awuTbl unu nonb3oBatenen CK3W, ons KOTopbixX OHM NpegHa3Ha4veHbl, Npy cobniogeHnn Mep, UCKNIYaoLwmx
©EeCKOHTPONbHBIN OOCTYN K HAM BO BpeMS JOCTaBKU.

SKcnnyaTaunoHHY0 1 TeEXHUYeckyto AokyMeHTaumio K CK3U MoxHO nepeckinaTb 3aka3HbIMU UK LLEHHbIMU
NOYTOBLIMW OTMPABNEHNAMN.

33. Ona nepecbinkn CK3W krtodeBble OOKYMEHTbI AOMKHbI OblTb MOMELLEHbl B MPOYHYIO  YMNaKoBKy,
WCKITHOYAIOLLYI0 BO3MOXHOCTb UX U3NYECKOrOo MOBPEXOEHNS U BHELLUHEero BO3L4EWCTBUS, B OCOOEHHOCTM Ha
3anucaHHyo knovesyto nHgpopmaumnio. CK3M nepecbinaloT OTAENbHO OT KMNOYEBLIX OOKYMEHTOB K HUMM. Ha
yNaKoBKaxX YKasblBalOT opraH Kpuntorpaduyeckon 3awutbl unu nonb3oBaTens CK3W, ana KoTopbIX 9Tu
ynakoBKM npegHasHadveHbl. Ha ynakoBkax ansa nonb3oBatens CK3W penatoT nometky "JlMyHo". YnakoBku
onevatbiBalOT Taknm obpas3om, 4ToDObl MCKMYanacb BO3MOXHOCTb W3BMEYEHUA U3 HUX coaepXumoro 6es3
HapyLUeHWs YNakoBOK 1 OTTUCKOB NevaTtu.

OcbopMneHHyo Takum ob6pas3oMm ynakoBKy, Mpu npeabsiBrneHun ¢enbacBa3blo  OONONHUTENbHbIX
TpeboBaHuin, NOMELLAOT BO BHELLUHIOK YNAaKOBKY, 0POPMMNEHHYI0 COrnacHo npeabsasnsemMbiM TpebosaHusaMm. [1o
nepBOHaYanbHOM BbICBINKM (MNX  BO3BpalLEeHWsl) agpecaTy coobLialoT OTAeNbHbIM MNUCBMOM  ONUCaHUe
BbICbITaeMbIX €My YNakoBOK 1 neyaTemn, KOTOPbIMU OHM MOTYT ObITb OneYaTaHbl.

34. Onsa nepecbinkn CK3W, akcnnyaTauMOHHOW W TEXHUYECKOM [OKYMEHTaLMM K HUM, KIHYEBbIX
OOKYMEHTOB cnefyeT noarotToBUMTb COMPOBOAMTENbHOE MUCbMO, B KOTOPOM HeobxoaumMo YykasaTb, 4TO
nocbiNnaeTcsa 1 B KAKOM KONMYECTBE, YYEeTHbIe HOMepa M3aenui unm AOKYMEHTOB, a Takke, Npyu HeobxoanmocTH,
Ha3Ha4yeHne 1 NopPALOK NCNONb30BaHNS BbICbINaemMoro otrnpasneHns. ConpoBoauTeNbHOE NMCbMO BKNaabIBalOT
B OHY U3 YyNaKOBOK.

35. lMony4yeHHble YyNakoBKW BCKPbLIBAKOT TOMbKO B OpraHe KpunTtorpaduyeckon 3awuTbl WKW NIUYHO
nonb3oBatenn CK3W, aona KOTOpbIX OHW nNpeAHasHadeHbl. Ecnn cogepxumoe nNONy4YeHHOM YMakoBKU He
COOTBETCTBYET yKazaHHOMY B COMPOBOAMTENbHOM MMCbME UMM camMa YMNakoBKa W nevaTb - UX OMUCaHuio
(oTTKCKY), @ TakKe ecnu ynakoBka MOBpexaeHa, B pe3ynbTaTe 4yero obpasoBarncs cBOOOAHLIN OOCTYN K ee
coaepXnmomy, TO nonyyaTtenb COCTaBMSIET aKT, KOTOPbIA BbICbINaeT OTNpaBUTEND, a Npu HeobxoauMMOoCTu
WHopMmupyeT 06 3TOM COOTBETCTBYHOLUMIA OpraH Kpuntorpadmyeckon 3awmtbl. [lonyyeHHble C Takumu
otnpaBneHuamm CK3W un knioueBble [AOKYMEHTbI [0 MOMYYEHWs YyKa3aHWW OT OTNpaBuTENs W opraHa
KpunTorpauyeckon 3aLlmTbl NPUMEHATL HE pa3peLuaeTcs.

36. MNpn obHapyxeHnn BpakoBaHHbLIX KIHOYEBbLIX [OOKYMEHTOB WU  KPUMTOKMNIOYEW OAMH 3K3eMnnsip
OpakoBaHHOrO M3genusa  cnefyetr  BO3BpaTUTb  U3rOTOBUTENIO  Yepe3  COOTBETCTBYHLUMA  OpraH
KpunTorpauyeckon 3allmTbl ANs YCTAHOBEHUSA NPUYUH NPOUCLLELLIErO U UX YCTPaHeHUs B AanbHenlwem, a
OCTaBLUMECH IK3EMMASAPbI XPaHUTb A0 NOCTYNNEHUS JONONHUTENBHbIX YKa3aHui OT opraHa Kpuntorpaguyeckomn
3aLUNUTbI UMK U3rOTOBUTENS.

37. Jlnuensmat DATMCK, pgonyctmBwmnin Bpak nNpuU W3FOTOBMAEHUWN KIIOYEBBLIX [OOKYMEHTOB, C LEMbio
BbISIBMIEHNS NPUYKNH CnyYumBLLerocs MoxeT obpaTtuteca B PAIMNCU ans nposBedeHMs Ha OOMOBOPHOM OCHOBE
3KCMNepTM3bl BpakoBaHHLIX KITHYEBBLIX JOKYMEHTOB.

38. MNonyyeHne CK3W, akcnnyaTaunmoHHOM U TEXHUYECKOW AOKYMEHTALUN K HUM, KMYEBbIX OJOKYMEHTOB
OOIMKHO ObITb NOATBEPXKAEHO OTNPABUTENO B COOTBETCTBUN C MNOPSAKOM, yKazaHHbIM B COMPOBOAUTENBHOM
nuceme. OTnpaBuTenb 06593aH KOHTPONMPOBaTb AOCTaBKY CBOMX OTMNpaBneHun agpecatam. Ecnn ot agpecaTta
CBOEBPEMEHHO HE NOCTYNUIO COOTBETCTBYIOLLIErO NOATBEPXKAEHNS,, TO OTNpPaBUTENb AOMMKEH HanpaBuUTb emy
3anpoc U NpUHATL Mepbl K YTOYHEHUIO MECTOHAXOXAEHUS OTNPaBneHUNn.

39. 3akas Ha n3rotToBneHne oyepeaHbIX KMYeBbIX JOKYMEHTOB, UX M3rOTOBMEHME U PacChbifiky Ha MecTa
MCMONb30BaHUA NS CBOEBPEMEHHON 3aMeHbl OEWCTBYIOLLMX KIHOYEBBLIX LOKYMEHTOB criefyeT npou3BOaAvTb
3abnaroBpeMeHHO. YkaszaHue O BBOAE B OeNCTBME OYepeHblX KMYeBbIX AOKYMEHTOB MOXET ObiTb AaHO
TOMBKO NOCNe NOCTYNNEHNs B opraH Kpuntorpadmyeckon 3allmTbl NOATBEPXKAEHUN OT BCEX 3avHTEPECOBaHHbIX
nonb3oBatenen CK3U o nonyyeHun nmm ovepesHbIX KNOYEBbIX JOKYMEHTOB.

40. Paccblinka usrotasnmeaemMbix PAIMCU knroveBbIX AOKYMEHTOB UM UCXOAHOW KMOYEBOW WMHOpMaLMK
Ha MecTa UCNoSib30BaHUA MOXEeT Mpou3BOANTBECS deaepanbHbiMUM OpraHamMu NpaBUTENbCTBEHHOW CBA3W U
WHopmauun. Takas paccbinika OCYLIEeCTBNAETCHA MO 3asiBkaM oOpraHa Kpuntorpaduyeckon 3alimTbl Unu
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3as51BKaM KOOPAUHUPYIOLLLErO OpraHa KpunTtorpaduyeckon 3awuTsl (Mpy ero HanuyMm) Ha 4OroBOPHON OCHOBE.

41. Heucnonb30BaHHbIE UMW BblBEAEHHbIE U3 AENCTBUSA KNtOYEBble AOKYMEHTbI NoAnexaT BO3BpaLLeHUIo B
opraH kpunTtorpadonyecKkomn 3aLuTbl UMK MO ero yKasaHuio JOMKHbI ObITb YHUUTOXEHbI HA MecTe.

42. YHUYTOXEHWE KPUNTOKMYen (MCXOOHOM KNIoYeBOW WHMOPMAaUMM) MOXET NPOU3BOAUTLCH MyTeM
PU3NYECKOTO YHUUTOXEHUS KITHOYEBOrO HOCUTENS, HAa KOTOPOM OHM PacronOXeHbl, UNu nyteM CTUpaHus
(paspyLueHns) KpUNTOKIYE (MCXOOHOW KroveBOW WHopMaumm) 6e3 NoBpeXAeHUst KIHYEBOro HOCUTENS
(ans obecneyeHUs BO3MOXHOCTM €ro0 MHOMOKPaTHOMO MCMNONb30BaHUS).

Kpuntoknioum (MCXOOHYK  KIHYEBYD WMHGOPMAaLMIO) CTUPalT MO TEXHOMOrmW, MPUHATOM AN
COOTBETCTBYIOLLNX KNIOYEBLIX HOCUTENEN MHOrMOKPaTHOro0 WUCNonb3oBaHWSA (OMCKET, KomnakT - guckoB (CD -
ROM), Data Key, Smart Card, Touch Memory u T.n.). HenocpeacTBeHHble AENCTBUSA MO CTUPaHUIO
KPUNTOKIIOYEN (MCXOAHOWM KYEeBOW MHAOpMaLuM), a Takke BO3MOXHbIE OrpaHVYeHus Ha JarnbHenwee
npUMeHeHNe COOTBETCTBYHOLUMX KITHOYEBbLIX HOCUTENEW MHOroKpaTHOro MCMOMb30BaHUS pernameHTUpYyrTCs
3KCcnnyaTaumoHHOM M TEXHUYEeCKOM [oKyMeHTauuen k cootBetcTByowmM CK3W, a Takke ykasaHuaMU
opraHu3auuu, NpoM3BOAMBLLEN 3aMNUCb KPUNTOKMNIOYEN (MCXOQHOW KNIOYEBOW UHOPMaLK).

KritoueBble HOCUTENW YHUUTOXAKOT MyTEM HAHECEHUsT UM HEeYCTPaHMMOro (OU3NYECKOro MOBpeXaeHUs,
WCKITIOYaloLLEro BO3MOXHOCTb MX WCMOMNb30BaHWUs, a Takke BOCCTAHOBIIEHUS KMOYEBOW MHGOpMaLUK.
HenocpeacTBeHHble AENCTBUS NO YHUUTOXEHMIO KOHKPETHOTO TUMa KIHYEBOro HOCUTENS pernameHTUpyloTcs
3KCMnnyaTaumoHHOM M TEXHUYEeCKOM [oKyMeHTauuen k cootsetcTByowmM CK3W, a Takke ykasaHuaMU
opraHu3auuu, NpoM3BOAMBLLEN 3aMNUCb KPUNTOKMNIOYEN (MCXOQHOW KNIOYEBOW UHOPMaLK).

BymMaxHble U npoyne cropaemble Kr4yeBble HOCUTENMW, a Takke IKCnnyaTalMoHHas W TexHuyeckas
AokymeHTaums K CK3UM yHUUTOXaTCA NyTeM CXXUraHMs UNKn ¢ NOMOLLbIO NMobbix BymaropesaTtenbHbIX MaLLVH.

43. CK3W yHunuTOXatoT (YTURNM3UPYLOT) B cOOTBETCTBUM € TpeboBaHuamm MNonoxeHus MNMK3-99 no pelueHuto
obnapatens koHuaeHUnansHon uHgopmauun, Bnagetowero CK3W, u no cornacoBaHuto C nMLEH3MATOM
DATCU.

HameueHHble K yHuYTOXeHuMo (yTunusauumn) CK3WM nognexar M3bATUIO M3 annapaTHbIX CcpeacTs, C
KOTOpPbIMU OHU dpyHKUMOHMpoBanu. Mpu atom CK3U cuuTaloTcs usbsATbIMUM U3 annapaTHbIX CPeacTB, ecrnu
UCMofHeHa npedycMOTPeHHas JKCnnyaTauMoHHOM W TexHwyeckon pJokymeHTaumen k CK3W npouegypa
yaaneHnus nporpammHoro obecneveHns CK3U 1 oHM NONHOCTBIO OTCOeAMHEHBI OT annapaTHbIX CPeACTB.

44. TMpurogHble ANA AanbHEWLWEro UCMNonb30BaHWUsS Yy3Mbl WM AeTanu annapaTHbiX cpeacts  obulero
Ha3HayeHus, He npefHasHayeHHble cneuuanbHO And  annapaTtHoW  peanu3auun  KpunTtorpaduyeckmnx
anropuTMoB Unu UHbIX yHKkUMn CK3W, a Tarke coBMmecTHO paboTtatowee ¢ CK3M obopyaosaHue (MOHUTOPHI,
NPUHTEpPLI, CKaHepbl, KnaBvaTypa M T.N.) paspellaeTcss UcCnonb3oBaTb nocrne YyHudyToxkeHuss CK3UN Ges
orpaHudeHun. MNMpu aTtom mMHdopMaLms, KOTopas MOXeT OCTaBaTbCA B YCTPOMCTBax namstu obopynoBaHusi
(Hanpumep, B NpuMHTEpax, ckaHepax), AormkHa ObiTb HaAEXHO yaaneHa (ctepTa).

45. KntoyeBble OOKYMEHTbl AOMKHbI OblTb YHUUTOXEHbI B CPOKW, YKa3aHHble B 3KCMMyaTauMOHHOW U
TeXHUYeckon AokymeHTauum k cootBeTcTBytowuM CK3W. Ecnu cpoK YHUUTOXEHUS 3JKChnyaTaumoHHOW U
TEXHUYECKON [OKyMEHTauuen He YCTaHOBMEH, TO KYeBble AOKYMEHTbl OOMXKHbl OblTb YHUYTOXEHbI He
nosgHee 10 cyTok nocrne BblBOAa WX W3 AENCTBUS (OKOHYaHUA cpoka AercTBus). PakT YHUUTOXEHUS
odopMnseTcs B COOTBETCTBYHOLUMX >XypHanax MO3K3eMMnsipHoro yveta. B 3T ke Cpokum C OTMETKOW B
TeXHU4YeckoM (annapaTHOM) XypHane noanexaT YHUYTOXEHMIO pa3oBble KIHOYEBble HOCUTENW U paHee
BBeAeHHas U xpaHdawaaca B CK3UM mnn mHbIX AONOMHUTENbHLIX YCTPOMCTBAxX KnkoveBas WHopMaLlms,
COOTBETCTBYIOLLLAsA BbIBEAEHHbIM U3 JENCTBUSA KPUNTOKMOYaM; XpaHsLmMecs B Kpuntorpadnyeckm allmiieHHoOM
BuAe OaHHble cneayeT nepelmngpoBaTb Ha HOBbIX KPUMTOKIIOYaX.

46. PasoBble KNHOYEBble HOCUTENW, a Takke 3NEKTPOHHble 3anucu  KNYeBOW UHopmaumu,
COOTBETCTBYIOLLEN BbIBEAEHHbIM W3 [OEeNCTBUSA KpuMNTOknoyam, HenocpeactBeHHO B CK3U wnn  mHbIX
OONOMHUTENBHbBIX YCTPOMCTBAX YHUUYTOXAaKTCA nonb3osatenammn atux CK3U camocToaTensHO nog pacnucky B
TeXHUYeckoM (annapaTHOM) XypHarne.

KrnitouyeBble OOKYMEHTbl yHUYTOXalTca nubo nonb3oBatensmu CK3W, nmubo coTpyaHukamy opraHa
KpunTorpauyeckon 3alimMTbl NOA pacrnmMcKy B COOTBETCTBYIOLUMX >KypHanax MO3K3eMMNMspHOro y4yeTta, a
YHUUYTOXEHNe Bonblioro obbema KNYeBbIX [OOKYMEHTOB MoXeT ObiTb odopmneHo aktom. [lpyn aTtom
nonb3oBatenam CK3W paspeluaeTcsas YHUUTOXKATb TONMBKO UCMOMb30BaHHbIE HEMOCPEACTBEHHO UMM
(NpeoHasHaveHHble Ansa HUX) KpynToknouun. Nocne yHnuToxxeHusa nonb3osatenu CK3U gomkHel ysegomuTts 06
3TOM (TenedoHOrpaMMoun, YCTHbIM coobleHnemM Mo TenedoHy M T.N.) COOTBETCTBYIOWMUA OpraH
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Kpuntorpaduyeckon 3awmtbl ANA CAMCaHUS YHUYTOXEHHbLIX OOKYMEHTOB C WX NMUEBbIX c4eToB. He pexe
ofHoro pasa B rog nonb3osatenn CK3W pomkHbl HanpaenAaTb B opraH KpunTorpaduyeckon 3awuThbl
NMUCbMEHHbIE OTYETbl 06 YHUYTOXEHHbIX KIto4eBbIX AokyMeHTax. OpraH kpuntorpadu4eckon 3almTbl Brpase
yCTaHaBnMBaTb NEPUOANYHOCTb NPeaCcTaBNeHNs yka3aHHbIX OTYETOB Yalle O4HOro pasa B roA.

YHUUYTOXEHME MO aKkTy NPOU3BOAUT KOMUCCUS B COCTaBE HE MeHee ABYX YernoBeK W3 4yucna CoTPYyAHUKOB
opraHa kpuntorpaduyeckon 3alwmnTbl. B akTe ykasblBaeTcs, YTO YHUUTOXaETCH U B KaKOM KonunyecTtse. B koHue
aKkTta fernaetcs uToroeas 3anucb (UuMdpamum U NPONUCHI0) O KOMUYECTBE HauMMEHOBaHWWA W 9K3eMMnspoB
YHUYTOXAEMbIX KMIOYEBbIX OOKYMEHTOB, wHcTannupylowmx CK3WM  HocuTenen, akcnnyaTtauuoHHOW U
TEXHUYECKoW AoKyMeHTauummn. icnpaBneHns B TEKCTE akTa JOMMKHbI ObITb OroBOpPEHbl M 3aBepeHbl MOANUCAMMU
BCEX YNIEHOB KOMUCCUW, NPUHUMAaBLUUX y4yacTue B YHUYTOXeHWW. O nNpoBedeHHOM YHUYTOXEHUM OenarTcs
OTMETKM B COOTBETCTBYIOLLUX XKyPHanax Noak3eMnispHoOro yyeTa.

47. KpuvnToKMouWM, B OTHOLIEHWM KOTOPbIX BO3HMKIO MOJO3PEHWEe B KOMMNpoOMeTauun, a Takke
OeNCTBYIOLLME COBMECTHO C HUMW ApYyrue KpUNTOKNIoYM HEOBXOAMMO HEMEANEHHO BLIBECTU U3 AENCTBUS, eCnn
WHOW MOpSOOK He OroBOPEH B 3JKCMNyaTauMoHHOMW W TexHudeckor pokymeHtauum k CK3W. O BbiBoge
KPUNTOKNIOYEN W3 [OecTBUS coobLialoT B COOTBETCTBYIOWMW oOpraH KpunTtorpadpuyeckon 3awmtbl. B
ypesBblYanHbIX Cny4vasx, Korga oTCYTCTBYIOT KPUNTOKIOYM ANt 3aMeHbl CKOMMPOMETUPOBAHHbIX, AOMYyCKaeTcs,
no peweHuto nuueHsnata PAMNCU, ncnonbzoBaHne CKOMMNPOMETUPOBAHHBLIX KPUMTOKMYen. B aToMm cnydvae
nepuog MCMnonb30BaHWUS CKOMMPOMETUPOBAHHBLIX KPUNTOKIIOYEN OOSMKEH ObiTb MakCMMaribHO KOpPOTKMM, a
nepegasaemMas MHOpPMaLnsA Kak MOXXHO MeHee LiEHHOW.

48. O HapyLeHusX, KOTopble MOryT MPUBECTU K KOMMPOMETaUMW KPUNTOKIOYEN, MX COCTaBHbIX 4acTen
UnNun nepegasasLUencs (XpaHSLLENcs) C UX NCNonb3oBaHMeM KOHMUAeHLMansHon nHcopmanmmn, nonb3oBaTenm
CK3WU 06sa3aHbl coobwate B COOTBETCTBYIOLUIA OpraH Kpuntorpaduyeckon 3awwmtbl. OCMOTP  KMYEBbIX
HOCUTENEN MHOroKpaTHOro WCMOMb30BaHMS MOCTOPOHHUMW fuUuaMu He cregyeT paccMmaTtpuBaTb  Kak
noJo3peHne B KOMNPOMeTauun KPUNTOKIIOYEN, €Cv NPU 3TOM  UCKMoYanacb BO3MOXHOCTb UX KOMUPOBaHWUS
(4TeHus, pasmHOXeHus). B cnydasdx HegocTauyu, HenNpeabsBrEeHWs KMYeBbIX [OOKYMEHTOB, a Takke
HeonpeaeneHHOCTN UX MECTOHAXOXAEHUSA MPUHUMAIOTCSH CPOYHbIE MEPbI K X PO3bICKY.

49. MeponpuaTva MO po3bICKYy M NoKanu3auuMum MOCNeACTBUA  KOMMpoMeTaumMn KoHuaeHUmansHomn
WHopMaumK, nepepasaslUencs (XpaHswencsd) ¢ ucnonb3osaHueM CK3W, opraHusyeT wu ocyuwectsnseT
obrnagaTtenb CKOMNPOMETUPOBaHHOW KOHMUAEHLMaNsHON MHopMaLuun.

50. Mopspok onoseleHus nonb3osatenen CK3W o npegnonaraemon KoMnpomeTaumm KpUnToknioven n nx
3aMeHe yCTaHaBnMBaeTCs COOTBETCTBYIOLLMM OpraHoM KpunTorpaduyeckon sawmtbl nnu GAMNCU.

IV. Pa3melleHune, cneynansHoe obopyaoBaHue, oxpaHa
W opraHunsauus pexxuma B noMeLleHusx, rae yCTaHoBMNeHbI
CK3W unu xpaHaTcs knodeBble JOKYMEHTbI K HUM

51. PaamelleHne, cneumanbHoe obopyaoBaHuWe, OXpaHa M OpraHu3auusi pexuma B fnoMelleHusX, rae
ycTaHoBneHbl CK3U unu xpaHATca KnoyeBble OOKYMEHTbl K HUM <*>, OOMKHbl obGecnevnBaTb COXPaHHOCTb
KoHMaeHumansHon nHdopmMauumn <**>, CK3W, knoyeBbIX JOKYMEHTOB.

<*> [NomeLleHus, rae yctaHoBneHol CK3W vnn xpaHAaTCcsa KnoyeBble OOKYMEHTbl K HUM, B HaCToOsLLEn
UHCTpYKUMM MMEHYIOTCSA - crieLnoMeLLEHNS.

<**> TpeboBaHus k 06ecrnedeHnio COXPaHHOCTN KOHMUAEHUManbHON WHGoOpMauMM B crneLnoMeLLeHNsIX
aHanornyHbl TpeboBaHMAM K NOMELLLEHUAM, Fae BbINOMHATCS paboTbl, CBA3aHHbIE C XpaHeHnem (o0bpaboTkoin)
Takon uHcpopmaumm, 1 yctaHaenmeatoTca obnagatenem KoHuaeHLMansHom nHdopmaLmu.

Mpu obopyaoBaHUK cneynomeLLeHUin AOMKHbI BbINOMHATLCA TpeboBaHUA K pasmeLleHnto, MoHTaxy CK3U,
a Takke gpyroro obopyaosaHus, pyHkumoHupytowero ¢ CK3U.

MepeuncrneHHble B HacTosiLen NHCTpykuumn TpeboBaHus K cneunoMeLLeHnsaM MOryT He MpeabsBnsaTbCs,
€cnu 9To nNpeaycmoTpeHo npasunamm nons3osaHusa CK3W, cornacoaHHbiMu ¢ PATCIA.

52. CneunomelleHus BblOENAT C Y4ETOM pa3MepoB KOHTPOSNMPYEMbIX 30H, perfnaMeHTUPOBaHHbIX
3KcnnyaTaumoHHOM K TexHuveckonm pokymeHTauuen k CK3W. CneunomelleHuss AOMKHbI MMETb MPOYHbIE
BXOOHble ABEPU C 3aMKaMu, rapaHTUPYOLMMN HadeXHoe 3akpbiTue cneurnomelleHun B Hepaboyee Bpems.
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OkHa cneunoMeLLEeHUn, pacrnofioXeHHbIX Ha NepBbiX WM MOCNedHMX JTaxax 34aHul, a Takke OKHa,
Haxo4sLWMecs OKOMO NoXapHbIX NeCTHUL, 1 APYrMX MECT, OTKyAa BO3MOXHO MPOHUKHOBEHWNE B CreLnoMeLLeHNs
NMOCTOPOHHMX NnL, HeobxoammMo obopyaoBaTb MeTanfMYecKUMn pelueTkaMmu, UM CTaBHSAMMU, UM OXPaHHON
curHanusauuen, unu gpyrmumm CpeactBamu, NPEnATCTBYIOLUMMWU  HEKOHTPONMPYEMOMY MNPOHUKHOBEHUIO B
cneunoMeLleHus.

53. PasmelleHune, cneumansHoe obopydoBaHue, oxpaHa M opraHusauus pexvMa B crneunoMeLLeHUsxX
OpraHoB KpunTorpacmnyeckomn 3anTbl AOIMKHBI UCKIIOYUTE BO3MOXHOCTb HEKOHTPONMPYEMOro MPOHUKHOBEHWS
unu npebbiBaHWSA B HUX MOCTOPOHHUX NUL, @ Takke NPOCMOTPa MOCTOPOHHUMM NLaMU BeayLLmMXcs Tam paboT.

54. Pexum oxpaHbl crneunomeLLeHUi opraHoB KpunTorpaduyeckon 3awutbl, B TOM 4ucne npasuna
Jornycka CoTpyaHUKOB 1 noceTutenen B paboyee n Hepabodee BpeMs, ycTaHasnuaaeT nuueHsnat GAIMNCU no
corrnacoBaHuio, npu HeobxoaumocTn, ¢ obnagatenem KOHUAEHUManbHOW WHGOpMauun, B MNOMELLEeHNsX
KOTOPOro pacronaraetcsi COOTBETCTBYIOLLMIA OpraH KpunTorpauyeckon 3alimTbl. YCTAHOBNEHHLIA PEXUM
OXpaHbl JOIMKEH NpefycMaTpmBaTh NEPUOSUYECKUA KOHTPOSb 38 COCTOSTHUEM TEXHUYECKUX CpencTB OXpaHbl,
€CNu1 TaKoBble NMEIOTCS, a TaKkKe YYUTbIBaTb NOMNOXEHUS HacTosLwen NHCTpyKuun.

55. [iIBepu cneunomeLLeHnin opraHoB KpunTorpadu4eckon 3aLnTbl AOMKHbI BbITb MOCTOSIHHO 3aKpbIThl Ha
3aMOK M MOTYT OTKpPbIBaTbCH TOMNbKO ANS CaHKUMOHUPOBAHHOMO NpoXoda COTPYOHWKOB M nocetutenen. Knioum
OT BXOAHbIX ABEPEN HYMEPYIOT, y4YMTLIBAKOT M Bbl4alOT COTPYAHUKAM OpraHoB KpUnTorpaguyeckon 3awmutbl Nog
pacnucky B XypHamne ydyeTa XxpaHuvnuuw,. [OybnukaTbl knioYenm oT BXOOHbIX ABEper Takux creurnoMeLleHun
cnegyeT XpaHUTb B cendbe pykoBOAMTENS opraHa Kpuntorpadunyeckon 3awmtbl. XpaHeHue Ay6nvkaToB Kroden
BHE NOMeLLEHUI opraHa Kpuntorpadmnyeckomn 3almTbl He AOMyCKaeTCs.

56. [1na npegoTepalleH1s NpocMoTpa U3BHE CneLnoMELLEHNI OpraHoB KpUNTorpacu4eckon 3alunTbl KX
OKHa AOIMKHbI BbITb 3aLUULLEHbI.

57. CneunomeLlleHns opraHoB KpunTorpaguyeckon 3almTbl, Kak NpasBuno, AOMKHbl ObiTb OCHaLLEHbI
OXpPaHHON curHanu3auuen, CBA3aHHOM CcO cnyXkbon oxpaHbl 30aHUs UM OEXYPHbIM N0  OpraHv3auuu.
WcnpaBHOCTb  curHanusaumMu  nNepuoguyveckm  HeobxoauMMO  NpoBepsiTb pyKkoBoAUTENIO opraHa
Kpuntorpaduyeckon 3alwmtbl UM NO €ro MOpPyYeHUIo OPYroMy COTPYOHWUKY STOrO0 oOpraHa COBMECTHO C
npeacrasuTenem cryxbbl oxpaHbl Unu AeXypHbLIM NO OpraHvM3auny ¢ OTMETKON B COOTBETCTBYIOLLMNX XKypHanax.

58. Kaxgbim opraH kpuntorpaduyeckorm  3alnTbl ONAs  XPaHEeHUs  KMAYeBbIX  [AOKYMEHTOB,
SKCNyaTauMOHHOW U TEXHUYEeCKon [okymeHTauun, uHcTannupylowmux CK3W HocuTene [omkeH uMmeTb
HeobXxoaMMOoe YMCHO HaOEXHbIX MeTanIMyecknx XpaHnnuw, o6opyaoBaHHbIX BHYTPEHHUMIW 3aMKaMn C ABYMS
3K3emMnnsipamu Kroyen 1 KogoBbIMKU 3aMKaMu UK NpucnocobneHnammn ans oneyvatbiBaHUSA 3aMOYHbIX CKBaXWH.
OfuH aK3eMnnsp Krova OT XpaHUnuLLa A0MMKEH HaXOAUTLCS Y COTPYAHUKA, OTBETCTBEHHOrO 3a XpaHunuLle.
OdybnukaTbl KNtoYen oT XpaHUnuL, COTPYOHUKN XPaHAT B cende pykoBoauTens opraHa Kpuntorpaduyeckoun
3aLUmThI.

OybnukaT knoya OT XpaHunuwa PpyKoBOAUTENSA oOpraHa KpunTorpadmnyeckor 3alimTbl B orneyaTaHHOM
ynakoBke JOImKeH bbITb NepedaH Ha XpaHeHne AOMKHOCTHOMY nuuy, HasHadaemomy nuueHsnatom PATMCH,
noJ pacnucky B COOTBETCTBYIOLLEM XypHare.

59. lNo okoH4YaHUK paboyero AHA cneunoMeLLeHns opraHa Kpuntorpaduyeckon 3awuTbl U YCTaHOBIEHHbIE
B HUX XpaHunuwa JOmkHbI BbITb 3aKpbIThl, XpaHuUnuvLa onevyaTaHbl. Haxogdwmeca B MNOMb30BaHWM KOYM OT
XPaHUNULL, JOIMKHbI ObITb cOoaHbl MOA4 PacrnuMCKy B COOTBETCTBYIOLLEM >KypHane pyKOBOAWUTENO opraHa
KpunTorpaduyeckon 3awmTbl UNn nNuuy, UM YNONHOMOYEHHOMY (AEXYPHOMY), KOTOpblE XPaHAT 9TU KM4Yu B
NINYHOM UMK cneunanbHO BblAENEeHHOM XpaHunuLle.

Kniouun oT cneynomMeLleHuni, a Takke KoY OT XpaHUnuLLa, B KOTOPOM HaxodsATCA KMAYW OT BCEX ApYrux
XPaHUNULL, opraHa Kpuntorpadguyeckon 3aLmTbl, B oneyataHHOM BUae AormkHbl ObiTb CAaHbl nog pacrnucky B
COOTBETCTBYIOLLEM XypHane crnyxbe oxpaHbl Unn AeXypHOMY MO OpraHu3aumMmM OOHOBPEMEHHO C nepepaden
noA OxpaHy camux cneunomMelleHun. MNevaTn, npegHasHa4yeHHble AN onevyaTblBaHUSA XPaHUNWL, OOSKHbI
HaxoOuUTbCHA Yy COTPYAHUKOB OpraHa KpunTorpadouyeckon 3awmnTbl, OTBETCTBEHHbIX 3@ 3TU XpaHuUnuLa.

60. lMpu yTpaTe knw4a OT XpaHunuwia uNM OT BXOOHOW [ABepu B  CreunomelleHne opraHa
KpunTorpaduyeckon 3awmnTbl 3aMOK HEOOXOAMMO 3aMeHUTbL UMK NepeaenaTb ero CekpeT C U3roTOBEHWEM K
HEMY HOBbIX KMoYen C [OKyMeHTanbHbiM odopmneHvemM. Ecnu 3amMok OT xpaHunuwa nepegenatb
HEBO3MOXHO, TO Takoe XpaHunvwe HeobxoaumMo 3aMeHuTb. [lopsadoK XpaHeHUs KIYeBbIX W OPYrnx
OOKYMEHTOB B XpaHunuue, OT KOTOPOro yTpadeH Krwd, A0 W3MEHEHUs CcekpeTa 3aMka ycTaHaBnusaet
pyKoBOAMUTENb OpraHa KpunTorpaguyeckon 3awuThbl.
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61. B 0ObIYHbLIX YCNOBUAX CReunoMeLLeHst opraHa KpunTorpaduyeckon 3alluTbl, HaxoOsAwmecs B HUX
onevaTtaHHble XpaHunmLLa MOryT ObiTb BCKPbIThI TONIbKO COTPYAHMKaMM OpraHa Kpuntorpadu4eckomn 3allnThbl.

[Mpn 0BHapyxeHMM NPU3HAKOB, yKa3blBaloLLMX HAa BO3MOXHOE HEeCaHKLUWOHWPOBAHHOE MPOHUMKHOBEHME B
3TN CNeunOMELLEHMS UMW XpaHUnuLa MOCTOPOHHMX NUL, O CRYYMBLUEMCH [OSMDKHO ObiTb HeMeaneHHo
COOOLLEHO PpYKOBOAWUTEMKO OpraHa kKpuntorpaduyeckon 3awntbl. [lpubbiBlIME COTPYOHUKM  OpraHa
KpunTorpamuyeckon 3alimTbl OOIDKHbI OLEHUTb BO3MOXHOCTb KOMMPOMETaUUU XPaHSALMXCS KIMIOYEBLIX WU
OpYyrMx OOKYMEHTOB, COCTaBWUTb akT WU MPUHATb, NPU HeoBXoOUMOCTU, Mepbl K NokanusauuvuM nocneacTtsui
KOMNpomMeTaLnn KoHUaeHLnansHoNn MHopMaLnn 1 K 3aMmeHe CKOMNPOMETUPOBAHHbLIX KPUNTOKOYEN.

62. PasmeweHne n moHtaxk CK3W, a Takke gpyroro obopyposaHus, dyHkumoHupyowero ¢ CK3WU, B
cneunomelleHnax nonb3osatenen CK3U pomkHbl CBECTU K MUHUMYMY BO3MOXHOCTb HEKOHTPONUPYeMOro
A0CTyna NOCTOPOHHMX NUL, K YKa3aHHbIM cpeacTBaM. TexHudeckoe obcnyxuBaHue Takoro obopyooBaHus u
CMeHa KpUNTOKMYEen OCyLLEeCTBAIOTCA B OTCYTCTBME NUL, HE OONYLLEHHbIX K paboTe ¢ gaHHbIMu CK3U.

Ha Bpemsa otcytcTtBus nonb3oBaTenen CK3W ykaszaHHoe obGopynoBaHue, Npu Hanvynm TeXHUYECKOM
BO3MOXHOCTU, OOIMDKHO ObITb BbIKMKOYEHO, OTKMIOYEHO OT NMHUKM CBA3M M yBpaHO B onevyaTbiBaeMble
XpaHunuiia. B npotuBHoMm cnyyae nonb3oBateny CK3WM no cornacoBaHuio ¢ opraHom KpunTtorpaduyeckom
3aWnTbl 06s3aHbl NPeayCcMOTPETb OPraHU3auMoHHO - TEeXHUYECKME Mepbl, WCKMYaloLme BO3MOXHOCTb
ucnonb3oBaHua CK3W nocTOpOHHUMM nML@aMu B UX OTCYTCTBMIE.

63. Pexxum oxpaHbl cneunomelleHunin nonssosatenen CK3W, B Tom yncne npasuna gonycka COTPYAHUKOB
n nocetutenen B paboyee un Hepaboyee Bpems, ycTaHaBnNuBaeT obnagaTens KOHUAEHLMANBHON
WHpopMaLMm No CornacoBaHMio C COOTBETCTBYIOLLIMM OPraHOM KpunTorpacmyeckon 3allmTbl. YCTaHOBMEHHbIN
PEeXUM OXpaHbl JOIMKEH MNpeAycMaTpuBaTh NEPUOANYECKUI KOHTPOSb 3@ COCTOSIHUEM TEXHUYECKUX CpencTB
OXpaHbl, eCriv TakoBble UMEKTCS, a Takke yduUTbiBaTb MONOXEHUA Hactoswen WHCTpykumn, cneumnduky um
ycnosus paboTbl KOHKPETHbIX nons3oBaTenen CK3U.

64. B cneunomelleHusix nonb3doBatenen CK3W gna xpaHeHUsa BblOAHHbBIX MM KMHOYEBbLIX JOKYMEHTOB,
3KcnnyaTaumoHHOM U TEXHUYECKOW AOKYMeHTauuu, uHctannupytowmx CK3W HocuTenel HeobGxoaMmo mmeTb
OO0CTaTOYHOE YMCNO HaAeXHO 3anupaembiX LWKagoB (ALWMKOB, XPaHWMNULL) WUHOUBMAYANbHOrO MNONb30BaHUS,
0b0opyaoBaHHbIX NPUCNOCOBNEHNAMN ANs OnevyaTbiBaHUS 3aMOYHbIX CKBaXKUH. Krum oT 3TUX XpaHunuLy
OOIMKHbI HAXOAUTLCS Y COOTBETCTBYIOLWNX nonb3oBaTtenen CK3U.

65. MNpwn yTpaTte kntoya OoT XpaHUnNuLLa UM oT BXOAHOW ABepu B cneunomelleHve nonb3oBatens CK3U
3aMOK HeobXxooMMO 3aMeHUTb WNKU nepedenatb ero CeKpeT C U3rOTOBMIEHMEM K HEMY HOBbIX Kr4Yen c
OOKYMeHTanbHbIM odoopmrieHneM. Ecnu 3amok oT XxpaHunuiia nepegenatb HEBO3MOXHO, TO Takoe XpaHunuiie
HeobxoaMMO 3ameHUTb. [lopsagoK XpaHeHUst KYeBbIX U APYrMX AOKYMEHTOB B XpaHumnuLie, OT KOTOpOro
yTpayeH KoY, 00 U3MEHEHUsI CEKpeTa 3aMKa yCTaHaBnMBaeT opraH Kpuntorpadymyeckon 3aLlmThbl.

66. B 0Bbl4HbIX yCrioBraX oneyaTaHHble XpaHunuuwa nons3osatenein CK3U moryT 6biTb BCKPbITbl TONBKO
caMuMK Nonb3oBaTensamu.

[Mpn 0BHapyxeHMM NPU3HAKOB, yKa3blBaloLLMX HAa BO3MOXHOE HEeCaHKLUWOHWPOBAHHOE MPOHUKHOBEHME B
3TN CNeuUnOMELLEHMS UMW XpaHUnuLa MOCTOPOHHMX NUL, O CRYYMBLUEMCH [OSMDKHO ObiTb HeMeaneHHo
coobLieHo pykoBOACTBY oObnagatenst KOH(MAEHLUManbHOW MHOpMauUM W pyKOBOAUTENIO  OpraHa
KpunTorpaduyeckon 3awimtbl. MprubbiBLLUME COTPYAHUKM OpraHa KpunTorpaduyeckon 3amnTbl OSMKHbI OLEHUTb
BO3MOXHOCTb KOMNPOMETaLUN XPaHALLMXCA KMOYEBBIX U APYTMX JOKYMEHTOB, COCTaBUTb akT U MPUHATb, Npu
HeobXxo4MMOCTU, Mepbl K NIoKanusaumm NnocneacTBUin KOMNpoMeTaLmMm KoHuaeHUManbHOM WHpopMaumm u K
3aMeHe CKOMNPOMETUPOBAHHbIX KPUMTOKIOYEN.

V. KoHTporb 3a opraHusaumein n obecneyeHmem
6e3onacHoOCTU XpaHeHus, 0bpaboTku 1 nepegayn
no kaHanam cBs3u ¢ ucnonb3osaHnem CK3U
KOHdMAeHUnansHom nHgopmMauum

67. KoHTponb 3a opraHu3saumen u obecneveHnem HesonacHoCTM xpaHeHusi, obpaboTku M nepegadu no
KaHanam cBs3n ¢ ucnons3oBaHnem CK3W koHduaeHumansHOW MHGOpMauun - rocyfapCTBEHHbIN KOHTPOIb
ocyllecTBnAT deaepanbHble oOpraHbl NPaBUTENbCTBEHHOW CBSA3M M MHopmauun <*>. B xoge
rocyapCTBEHHOr0 KOHTPOIS U3y4atTCs U OLIeHNBaKTCS:
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<*> lNoa denepanbHbIMU OpraHaMy NPaBUTENbCTBEHHOW CBA3M U MHAOPMaLUMK B HacToswen MHCTpykuum
noHMMatoTcd rmasHble ynpasnenusa ®AMNCU, ynpasneHna GAMNCU B dedepanbHbIX OKpyrax, permoHanbHble
ynpaBreHns NpaBUTENbCTBEHHOM CBA3M U MHAOPMAaLMK, LEHTPbI NPaBUTENLCTBEHHOW CBA3MN.

opraHu3aums 6e3onacHoOCTM XpaHeHus, o6paboTku 1 nepedayn MNo KaHanam CBSA3M C MCMONb30BaHUEM
CK3W koHduaeHumansHon nHgopmaumu;

OOCTUTHYTBIM YPOBEHb KpMnTOrpadryeckon 3awmntbl KOHPUAEHUMANbHOM MHpopmauuw;

ycnosus ncnons3osaHus CK3U.

68. [lpun opraHusauum 6Ge3onacHOCTU XpaHeHusi, 00paboTkM M nepefjaynm NO KaHanam CBA3U C
ucnone3osaHnem CK3W nopnexallen B COOTBETCTBUM C 3akoHogaTenbcTBoM Poccunckon ®egepaumu
obsa3aTenbHoOn  3awmTe  KOHUAEHUManbHOW MH@OpPMauun rocygapCTBEHHOMY  KOHTPOMIO  NOANEXUT
aearenbHocTb nuueHsnatoB PAIMCU, a Takke obnagatenen KoHUAEHUMANbHOW MHOPMaUUK, ecnu
HeobX0AMMOCTb KpUNTOrpadmnyeckomn 3anTel Takon nHopmaumm B cootBeTcTBuM ¢ [lonoxeHuem  K3-99
onpeaenseTcs rocyfapcTBEHHbIMM opraHamm Unm rocyaapcTBEHHbIMU OpraHn3aLnsamu.

Mpu opraHmnsauumn 6e3onacHOCTU XpaHeHusi, 0bpaboTkM U Nepegayun No KaHanam CBS3U C UCMOMb30BaHUEM
CK3UM He nognexaiwien obssaTtenbHOM 3awute KOHMUAEHUMANbHOM MH@OpMauun rocyaapcTBEHHOMY
KOHTPOMIO NoanexuT geatenbHocTb nuueHanatos PAMNCU. Obnagatenu KoHduaeHunansHoW WHgopmauun B
3TOM cny4vae MoryT 6bITb NpoBepeHsb! befepanbHbIMU OpraHamMu NPaBUTENbLCTBEHHON CBA3M U UMHGOpMaumm
nvWwb No ux npocsbe nnm ¢ Ux corrnacus.

Bo3amoxHOCTb UK popMy [ocTyna rocyAapCTBEHHbIX KOHTPOMbHbIX  OPraHoB K COAEPXaHuto
KOHMAeHUMansHom nHopMauumn onpegensieT pykoBoAMTENb NPOBEPSEMON OpraHM3aunu.

Cpoku 1 NepuoanYHOCTb rocyAapcTBEHHOro KoHTpons onpegenset GAINCH.

69. Jlnuensnatel GAMNCU ob6sa3aHbl KOHTPONUPOBATL BbINOMHEHWE obnagjaTensMu KoHduaeHUMansHoOn
WHOPMaLMM AaHHbIX UM YKa3aHWU No opraHu3aumm u obecnedyeHutio 6e3onacHOCTU XpaHeHusi, obpaboTku K
nepegayv no kaHanam cBs3M C ucnonb3oBaHvem CK3W koHdwmaeHumansHoOW uWHGopMauun, a Takke
cobnofgeHne TakuMmu obnagatenammu ycnosun mcnonb3oBaHus CK3W, ycTaHOBMNEHHbIX 3KChnyaTauvMoHHOW U
TexHuveckon gokymeHtaumen k CK3U, ceptndukatom ®ANCU n HacTosiwen NHcTpykumen.

70. B uenax koopauHauuMu rocygapCTBEHHOro KOHTPOMS WM KOHTPOMs, MPOBOAMMOrO fuueH3naTtamu
DATICWU, cbeaepanbHble opraHbl NPaBUTENLCTBEHHOW CBA3M U MHOPMaLMM MOTYT MraHupoBaTb U MPOBOAUTL
NPOBEPKN COBMECTHO C 3avHTEPECOBAHHbLIMW OpraHamMu KpunTorpaguyeckon 3awuTbl, PekoMeHZoBaTb
nuueHsnatam GANCU o6bekTbl NPoBEPOK.

71. HenocpeAcTBEHHbI AOMNYCK K MPOBEPKE KOMWCCUW UMM YNOMHOMOYEHHOro deaepanbHbIX OpraHoB
NpaBUTENbLCTBEHHOMN CBA3M M UH(POPMaLMK OCYLLECTBNSET PYKOBOACTBO NPOBEPSEMbIX NULL MPU NpeabsBNeHUm
NpOBepPSAIOLLMMU YAOCTOBEPEHUs (MpeanucaHns) Ha NpaBo NPOBEPKM, 3aBEPEHHOro nevaTblo, U JOKYMEHTOB,
YAOCTOBEPSIOLLMX FIMYHOCTb.

YpocTtoBepeHus (NpeanucaHns) Ha NpaBo NPOBEPKM NOAMNUCHIBAIOT reHepanbHbli gupektop PAIMCU, ero
3aMecTUTENK, a Takke Nno KX ykasaHuio - pykoBoautenu degepanbHbiX OpraHoB MpaBUTENbCTBEHHOW CBA3U U
WHopmaumn. [Jonyck K npoBepke BO3MOXEH HA OCHOBAHWUM YKasaHUA 3TUX Nuu, NepefaHHblX N0 TEXHUYECKUM
KaHanam cBsiau.

72. o pesynbTataM rocyaapCTBEHHOrO KOHTPONSA COCTaBNAeTcs NOAPOBHbLIN UNK KpaTKMIM akT, cnpaska. C
aKTOM NPOBEpPKM (CpaBKoW) NOA PacnmUCKy AOMKHO BbiTb O3HAKOMIIEHO PYKOBOACTBO MNpoBepsieMblX nuu. AKT
(cnpaBky) BbICbINAT B COOTBETCTBYIOLMWN OpraH Kpuntorpau4eckon 3alumTbl, KOOPAWHUPYIOLWMIA OpraH
Kpuntorpaduyeckon sawmTtbl (NpyU ero Hanuuuu) u deaepancHbli OpraH MpaBUTENbCTBEHHON CBA3N U
WHpopmaumn. Ecnm B Xxode npoBepkU BbISBMEHbl HapylleHus TpeboBaHUA U YCOBUA NULEH3NA U
ceptudpmukaros PANCU, To dbegepanbHble opraHbl NPaBUTENBCTBEHHOW CBA3W M UHOPMauuM coobLualoT B
JIMLEH3MOHHBIN 1 cepTUdmrkaunoHHbIN LeHTp PATNCK 06 aTnX HapyLLEeHUAX U NPUHATLIX Mepax.

Ecnu B wucnonb3zoBaHum CK3W obHapyxeHbl HepgoctaTkM, To nuvueHsuaTel PAIMCU, obnagatenu
KOHMAeHUMansHon MHdopMauumn obasaHbl MPUHATL Bes3oTnaraTernbHble Mepbl K YCTPaHEHUIO BCKPbITbIX
NPOBEPKON HEeOOCTAaTKOB W BLIMOMHEHWNIO peKoMeHAauWn, U3MNOXEHHbIX B akte nposepkn. CoobleHns o
NPUHATBIX Mepax OOSMKHbI ObITb NpeacTaBneHbl B YCTaHOBIEHHbIE MPOBEPSOWLMMU CPOKKM. [pn HeobxoamnmocTu
MOXeT ObITb COCTaBIEH MMaH MeponpusaTUA, rae NpeaycMaTpuBaeTcs peLleHne COOTBETCTBYIOLLMX BOMPOCOB.

73. OpraHbl KpunTorpaduyeckon 3awmtbl (KOOPAMHWUPYIOLWME OpraHbl  KpuiTorpadmnyeckon 3awuTbl)
OOMKHbI 0600LWaTh pesynbTaTbl BCEX BUOOB KOHTPONSA, aHanuaupoBaTb MPUYMHbLI BbISBIEHHbIX HEOOCTaTKOB,
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[okymeHT npepoctasneH KoHcynsTaHTI 1o
[ata coxpaHeHus: 20.11.2012

paspabaTtbiBaTe Mepbl N0 X NPOUNaKTUKE, KOHTPONMPOBATL BbIMNOMHEHME PEeKOMeHAAUnn, coaepXKalumxcs B
akTax npoBepoOK.

74. Ecnu B ncnonb3oBaHum CK3W BbIsiBNeHbl cepbe3Hble HapyLLeHUs, n3-3a 4Yero CTaHOBUTCSA peanbHOMn
yTeyka KoHduaeHunansHom nHdopmauumn, 6esonacHoCTb KoTopor obecneynBaeTcs ¢ ucnonb3osaHnem CK3WU,
TO dhepepanbHble OpraHbl MPaBUTENbCTBEHHOW CBA3W UM MHMopmauun, nuueHsmaTel PAMNCU Bnpase gatb
yKasaHue o HemensnieHHOM npekpalleHun ucnonb3oBaHusa CK3W o ycTpaHeHus MNpUYUH  BbISIBIEHHBIX

HapyweHun. B aTom cnyyae degeparnbHble oOpraHbl

HanpaeuTb B JIMUEH3UOHHbLIN

DAMNCU mep 3awuThl ero KoHraeHuManbHoOn nHopMaLmm.

n  cepTUUKaLNOHHbIN
(npuoctaHoBneHun genctens) nuueHsni GPAMCU.

75. Obnagatenb KoHduaeHUMansHoOM wHopMaumMm Brpase obpaTutbcs B deaepanbHblie opraHbl
NpaBUTENbLCTBEHHON CBA3N U
rocygapCTBEHHOro KOHTPOMS C Lefbio OLEHKM AOCTaTOMHOCTU U 0BGOCHOBAHHOCTU NPUHUMAEMbIX MULIEH3NATOM

nHdopmaLmm

C npocbboin o

ueHTp @OAMNCHU

npoesegeHun

Ha [OOroBOpHOW

I'IpaBI/ITeJ'IbCTBeHHOVI CBA3N U I/IH(*)OpMaLI,I/IM MOryT
npeacraesneHne 06 oT3bIBE

OoCHOBe

MpunoxeHue 1

K IHCTpYyKLMK (NYHKT 26), yTBEP>KOEHHON
Mpukasom PegeparnbHOro areHTCcTBa
NpaBUTENLCTBEHHOM CBA3M U MHOpMaLMK
npu MNpe3ngeHte Poccunckon denepavinm
oT 13 noHs 2001 r. N 152

TUMOBAA ®OPMA

(ONA OPFAHA KPUMTOMPAGUYECKOW 3ALLNTI)

YKYPHATA MO3K3EMMNAPHOIO YYETA CK3M, SKCMNYATALMOHHOW
N TEXHUYECKOW OKYMEHTALN K HAM, KIMKOYEBbLIX LOKYMEHTOB

N HamvenoBa- | CepuiiHele Homepa sk- |OTMeTka O I[OJIydYeHUM OTMeTKa O pPaccCHIJIKE
n/n | Hue CK3Y, HOMepa 3eMIJIAPOB (nepemnaue)
SKCIJIyaTa-— CK3I, (kpunTor-
LMOHHOM U SKCcIUlyaTa- | paduueckue OT kOTO HaTra u Komy Hara u | JaTra u
TeXHNYEeC— LMOHHOM 1 HOMepa) [1OJTy Y€ HBL HOMEDP pas3oc- | HoMep HOMEDP
KOM IOKY-— TeXHu4yec- KJIIOUE BEIX mm ¢.1.0. COINPOBO— | JIAHEL COIpoO— | IOOTBEpP—
MEHTaUUM K | KO HOOKy-— IOKYMEHTOB | COTpyIOHMKA | OUTesb— (nepe- | BOOM— XKISHUS
HUM, KJIO— MeHTalUuM K opraHa HOT'O IaHBI) TeJb-— NI pac-
YeBBIX HO— HMM, HOMe- KpunTorpa- | nmMcbMa HOTO nmcka B
KYMEHTOB pa cepunt buueckomn WM mara nMcbMa | nojiyde-—
KJIIOYEBEIX 3alMUTH, N3TOTOB— HUM
IOKYMEHTOB VM3TOTOBUB— | JIEeHUSA
mero KJio-— KJIOUYEBBIX
yueBble OOKYyMEH—
IOOKYMEHTEL TOB U
pacnmucka
B M3TO—
TOBJIEHUN
1 2 3 4 5 6 7 8 9
OTmMeTka OaTa OaTa OrmMeTka 00 YyHMUTOXEHUN IIpume -
O BO3BpaTe BBOIA BelBOOA | CK3M, KJIIOUEBBIX HOKYMEHTOB JaHue
B men- | us
HaTa u HaTa u cTBUE neyicT- | JaTa yHMUU- Homep akTa
KoHcynbTaHnTlNKOC

HafeXHaa npaBoBas noaaepXXka
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"06 yTBepxaeHun NHCTpyKummn 06 opraHmsauum u obecneveHun 6esonacHoCcTu
XpaHeHus, 06paboTku 1 nepeaaym Nno kaHanam CBS3M C UCMONb30BaHNEM

CPeACTB KpUNTorpacuyeckom 3alluThl ...

[okymeHT npepoctasneH KoHcynsTaHTI 1o
[ata coxpaHeHus: 20.11.2012

HOMEP HOMEP BUA TOXEHNSA WM pacnmcka
CONpOBO- | mogTBep-— 00 YHMUTOXEHUN
OUTeJb— KISHUA
HOT'O
nmceMa
10 11 12 13 14 15 16
MpunoxeHue 2
K IHCTpYyKUMK (NYHKT 26), yTBEPXKOEHHON
Mpukaszom degepanbHOro areHTCTBa
npaBUTENLCTBEHHOM CBA3M N MHopMaLumn
npu MNMpe3ngeHTte Poccuiickon ®epepaunn
oT 13 mioHs 2001 r. N 152
TUMNOBAA ®OPMA
YKYPHAJTA MO3K3EMMNNAPHOIO YYETA CK3W, SKCMNYATALIMOHHON
N TEXHUYECKOW JOKYMEHTALIMM K HAM, KNKOYEBLIX JOKYMEHTOB
(ONA OBNALOATENA KOHOUOEHUNANBHON MHOOPMALIMN)
N Hammenora- | CepuiiHble Homepa OrTMeTKa O IOJIydEeHUMN OTmMeTka O BBOAYE
n/n | aue CK3U, HOoMepa SK3EeMILJISA—
skcmyyaTa- | CK3M, skc-— pPoB (xpum— OT xoTO IaTa u ®.11.0. IaTa u
LUMOHHOM 1 nayaTauroH— | Torpadm-— OJIydeHsl | HOMEP IOJIbE30Ba~ pacnmcka
TeXHNUYeC— HOM U Tex-— JeCKMre HO-— COIIpPOBO— Tejia CK3M | B noJlydyeHun
KOM HOKYy-— HUYEeCKOM Mepa) K- OMTEeJIbHO—
MEeEHTauuUm K OOKYMEHTAa— YeBHIX IOO— I"O NIMCBbMa
HVIM, KJIIO— oM K HUM, KYMEHTOB
YeBBEIX HOO- HOMepa ce-
KYyMEHTOB puit KJode-—
BEIX IOOKY—
MEHTOB
1 2 3 4 5 6 7 8
OTMeTKa O NOIOKJIYEHUM OrMmeTka 00 m3BATUM CK3U U3 IIpume -
(ycTanoBke CK3I) annapaTHBX CPeICTB, YHMUUTO-— yaHue
XeHMM KJIOUEeBHX IHOKYMEHTOB
KOHCYH bTaHTllntoc www.consultant.ru
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®.1.0. IDaTa nom- | Homepa OaTa ®.1.0. Homep
COTPYyIHMU- | KiloueHMS anmnapar- | u3bATUL COTPYIHM— akKTa nim
KOB opra- | (ycraHoB- [ HHX (yHMY- KOB OpTraHa | pacnmucka
Ha KPUII- KI) U cpencTB, | TOxXeHus) |Kpunrorpa- | o0 yHMUU-—
Torpadn- IOIONNCHU B KOTO- dmueckon TOXEHUN
YeCcKOMu Jui, Opo- | pele yC-— BalMTH,
BalMTH, M3BEOUMX TaHOBJIE— IOJIb30Ba—
IOJIb30Ba—- | NOOKJIIO- HEI MJIM K Tensa CK3H,
Tena YyeHue KOTOPEIM IPON3BO—
CK31, (ycTaHOB- | momkJio— OVIBIIMX
npomsBen- | Ky) YEHEL N3BATUE
mMX TIOOK— CK3H1 (YHUUTOXE—
JIOUEeHUE HHUE)
(ycTaHoB-
KY)
9 10 11 12 13 14 15
MpunoxeHne 3
K MIHCTpyKUumMKM (NYHKT 28), yTBEPXXAEHHON
ﬂpVIKa3OM d)e,qepaanoro areHTCcrTBa
nNpaBUTENLCTBEHHOM CBA3M N MHpopMaLmn
npwu MNMpesngeHTte Poccuickon ®egepaunn
oT 13 noHa 2001 r. N 152
TUMNOBAA ®OPMA
TEXHUYECKOIO (AMNMAPATHOIO) XKYPHAJIIA
N DaTa | Tun mn Banucu VICTIOJIb 3y EeMbBIE OrmeTka 0O pu-
n/n cepum- o o6- KPUIITOKJIIOUN YVHUUTOXEHUM | Me—
HEIE CITYy XU — (cTupanmn) ya-—
HOMEepa BaHMIO HUEe
ucnonb- | CK3U Tun Cepun- Homep HOara | lom-
3YEMBIX KJII0— HEI, pPasoBOTO jaiziel)
CK3I1 4eBoO— | KPUITO— KJIIOYEBO— TIOJIb—
To rpadmn- IO HOCU- 30Ba-
OOKY~— | ueckuit TeJa WU TeJs
MEHTa | HoMep un 3OHEH CK3I1
HOMEP CK3l, B
BK3eMII— KOTOPYIO
Japa BBEJIIeHbL
KJIIOUeBO— | KpuUnTo-
IO IOKy- | xioum
MeHTa
1 2 3 5 6 7 8 9 10
KOHCYH bTaHTlntoc www.consultant.ru
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